'.) Check for updates

aps

ASSOCIATION FOR
PSYCHOLOGICAL SCIENCE

Tutorial

Advances in Methods and

Practices in Psychological Science
January-March 2023, Vol. 6, No. 1,

pp. 1-17

© The Author(s) 2023

Article reuse guidelines:
sagepub.com/journals-permissions
DOI: 10.1177/25152459231151944
www.psychologicalscience.org/AMPPS

®SAGE

Information Provision for Informed Consent
Procedures in Psychological Research Under
the General Data Protection Regulation:

A Practical Guide

Dara Hallinan!, Franziska Boehm', Annika Kiillpmann?, and
Malte Elson?3%

'FIZ Karlsruhe — Leibniz Institute for Information Infrastructure, Eggenstein-Leopoldshafen, Germany;
“Faculty of Psychology, Ruhr University Bochum; *Horst Gortz Institute for IT Security, Ruhr University
Bochum; and “Department of Psychology, University of Bern

Abstract

Psychological research often involves the collection and processing of personal data from human research participants.
The European General Data Protection Regulation (GDPR) applies, as a rule, to psychological research conducted on
personal data in the European Economic Area (EEA)—and even, in certain cases, to psychological research conducted
on personal data outside the EEA. The GDPR elaborates requirements concerning the forms of information that should
be communicated to research participants whenever personal data are collected directly from them. There is a general
norm that informed consent should be obtained before psychological research involving the collection of personal data
directly from research participants is conducted. The information required to be provided under the GDPR is normally
communicated in the context of an informed consent procedure. There is reason to believe, however, that the information
required by the GDPR may not always be provided. Our aim in this tutorial is thus to provide general practical guidance
to psychological researchers allowing them to understand the forms of information that must be provided to research
participants under the GDPR in informed consent procedures.
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Much psychological research involves the processing of
personal data—data about individuals (see Box 1)—
collected directly from research participants.’ As a rule,
the General Data Protection Regulation (GDPR; Regula-
tion 679/2016) applies to psychological research con-
ducted in European Economic Area (EEA) countries—and
even, on occasion, to research taking place outside the
EEA (see Box 2)—whenever the processing of personal
data are involved. This legislation elaborates a series of
obligations concerning the forms of information that must
be communicated to research participants whenever data
are collected directly from them—any failure to meet
these obligations will thus constitute a breach of the
GDPR. These obligations are predominantly elaborated

in Article 13 and in associated guidance, and it will usu-
ally make sense that they are fulfilled in the context of
an informed consent procedure—regardless of whether
the rationale for this procedure is legal, ethical, or both.

We have reason to believe, however, that these obli-
gations are frequently not met. We believe that this is
not because psychological researchers are seeking to
avoid compliance but rather because there is confusion
about what is required. In this regard, we seek in the
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Box 1. Material Scope of the General Data Protection Regulation (GDPR)

The GDPR applies, as a rule, whenever personal data (see Note 1 for a definition) are processed. In essence, the
concept encompasses all data that are specifically about, or that can be connected via their combination with other
data to, an individual.

For example, an individual’s full name will often be regarded as directly identifiable personal data—although
there may be cases in which a name is so common that it alone will not allow identification. Equally, an extensive
data set including large amounts of health and demographic data about a specific individual may provide indirectly
identifiable personal data even though it does not explicitly include a direct identifier. Certain forms of data are
so rich in terms of content (e.g., genome sequence data) that they will generally be regarded as personal data
regardless of how they are processed (see Article 29 Data Protection Working Party, 2007, for a more extensive
discussion).

Pseudonymous data are personal data that have been subjected to a pseudonymization procedure—a
procedure that, according to Article 4(5), essentially ensures “that the personal data can no longer be attributed
to a specific data subject without the use of additional information, provided that such additional information is
kept separately and is subject to technical and organisational measures.” In this regard, coded and double-coded
data with identifiers removed will usually be pseudonymous data. We highlight that pseudonymous data qualify
as, according to Recital 26, personal data—although there are national interpretations that foresee cases in which
pseudonymized research data may qualify as anonymous data (see Note 1 for a definition).

In many cases, it will be obvious whether personal data are collected or not. The concept of personal data,
however, is complex, and there may be difficult cases in which researchers are unclear as to whether a data set
contains personal data or not. In such cases, researchers should seek guidance prior to proceeding.

following to provide practical guidance for psychologi-
cal researchers—as well as other parties with an interest
in understanding GDPR requirements, for example,
research ethics committees, data protection officers and
lawyers—concerning the forms of information that must
be provided to research participants, when personal
data are collected from them and the GDPR applies, in
the context of informed consent procedures.

We begin by providing a brief background to the
relationship between psychological research, the GDPR,
and the information obligations under discussion. We
continue by explaining the problem related to compli-
ance with these obligations and our motivation for writ-
ing this practical guidance. We then proceed by setting

the scene for the guidance by making a series of pre-
liminary observations concerning limitations to the guid-
ance and as to how the guidance should be used.

We then move on to present the guidance. This con-
sists of three parts: (a) a checklist of types of information
to be provided, (b) a more detailed discussion of the
content of each of these types of information, and ()
example language relating to each type of information.

Psychological Research, the GDPR,
and Information Obligations

There is a range of different types of norms applicable to
psychological research. Two are particularly significant:

Box 2. Territorial Scope of the General Data Protection Regulation (GDPR)

In terms of territorial scope of application, the GDPR, according to Article 3, generally applies to the following:

e Researchers working at institutions located in the European Economic Area (EEA) and conducting research
activities in the context of these institutions. The EEA currently includes all 27 European Union member states
and three European Free Trade Association states (Iceland, Liechtenstein, and Norway).

e Researchers working at non-EEA institutions conducting research on personal data of individuals located within
the EEA, to which the conditions of the GDPR still apply. There are a range of circumstances in which this
may occur. This may occur, for example, if the research in question is being conducted on the basis of stable
arrangements for data collection within the EEA, such as when one member of the research team is based in the
EEA. We highlight that this possibility of extraterritorial application is complex and context dependent. In this
regard, further guidance is beyond the scope of this tutorial. We strongly suggest that researchers not based in
the EEA, who are conducting research on personal data collected from individuals located in the EEA, and who
are not clear as to whether the GDPR applies to their work, should seek guidance from the relevant bodies (for a
more extensive discussion, see European Data Protection Board, 2019b).
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ethical norms—for example, those outlined in the Decla-
ration of Helsinki (World Medical Association, 2013)—and
legal norms. These two types of norms may apply simul-
taneously to a given psychological research project and
to a given aspect of research—that is, researchers may be
obliged, in a given instance, to consider and follow both
ethical and legal norms.?

One piece of legislation applicable to psychological
research performed on personal data and conducted
within the EEA—as well as, in certain instances, per-
formed outside the EEA (see Box 2 for clarification)—is
the GDPR. The GDPR elaborates a wide range of obliga-
tions relevant for psychological research, including those
concerning the legitimation of processing, how data
must be treated following collection, the facilitation of
research participants’ exercise of their rights, and trans-
fers of personal data outside the EEA.

One set of obligations relevant for psychological
research elaborated by the GDPR concerns the forms of
information to be provided to research participants prior
to data collection whenever personal data are collected
directly from them. Failure to meet these obligations will
constitute a breach of the GDPR and will reflect a flaw
in a data management plan. These obligations are the
subject of this tutorial and are predominantly elaborated
in Article 13 of the GDPR and in associated authoritative
guidance.

The aim of these obligations, broadly put, is to ensure
that the research participant understands what will hap-
pen to their personal data following collection and thus
understands the consequences and risks involved in
processing (see Article 29 Data Protection Working Party,
2018, for a more detailed discussion on purpose).
Accordingly, these obligations support the ability of the
research participant to make decisions in relation to the
proposed research. In this regard, the aim behind these
obligations shares much with the aim behind ethical
obligations related to information provision in informed
consent—that is, the realization of participant under-
standing and autonomy.

When personal data are collected directly from
research participants in psychological research, there
will usually be an informed consent procedure—as
required either by ethics, law, or both—in which research
participants agree to take part in the proposed research.
The information must be provided prior to the start of
processing and will normally happen as part of—within
the context of—an informed consent procedure.

The Problem, and the Motivation for
This Guidance

Unfortunately, there is reason to believe that compliance
with these information obligations may not be the norm

in psychological research—not least, perhaps, because
the psychological curriculum usually does not cover
legal training, nor is there always support infrastructure
(e.g., legal counsel) to advise psychologists as they draft
information materials for a study.?

Further, we understand that sometimes, perhaps
because the GDPR is regarded as somewhat impenetra-
ble and as posing significant compliance obstacles,
researchers have been dissuaded from conducting
research on data in relation to which the GDPR might
apply.® Yet this perspective on the GDPR may not always
be warranted. Where this occurs, the fact that research
that would otherwise have been conducted is eventually
not conducted is a highly undesirable situation.

In this regard, we felt that putting together practical
guidance aimed at clarifying the forms of information to
be provided to research participants under the GDPR
whenever personal data are collected directly from them
would be useful in bridging such knowledge gaps and
thus to further the interests of all involved in psychologi-
cal research.

Setting the Scene for the Guidance

Prior to moving to the guidance itself, we offer a series
of preliminary observations concerning its limitations
and how it should be used:

e First, given that each nation will have national laws
in addition to the GDPR that regulate data protec-
tion, and given that other forms of obligation may
be relevant (e.g., ethical requirements), the guid-
ance does not necessarily cover all possible infor-
mation provision requirements relevant to consent
in psychological research where the GDPR applies.

e Second, the guidance aims to clarify the GDPR’s
information provision obligations that are relevant
when personal data are collected directly from
research participants. In this regard, the aim of the
guidance is not to provide an elaborated discus-
sion as to how psychological research must com-
ply with other forms of obligation elaborated by
the GDPR—of which there are many. We have
provided certain such clarifications, however,
where we thought they would be useful for under-
standing the information provision obligations
under discussion. Accordingly, any such clarifica-
tions should not be taken as exhaustive as to how
GDPR obligations apply to psychological research.

e Third, we have built the guidance around the con-
crete information provision requirements in the
GDPR—outlined predominantly in Article 13 and
associated authoritative guidance (Article 29 Data
Protection Working Party, 2018; European Data
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Protection Board, 2020b). These, however, are not
an exhaustive list of forms of information that may
need to be communicated to research participants
according to the GDPR. In special cases, the GDPR
may require that supplemental information be
provided.

Fourth, this guidance addresses issues only directly
connected with the content of information to be
provided—we will not go into detail regarding the
appropriate presentation of information.

Fifth, this is general practical guidance based on
our understanding of relevant legal provisions.
Accordingly, it should not be taken as a substitute
for context-specific deliberation, and checking, as
to what research participants may need to know
to understand what is being proposed and as to
what is required in a specific context. For exam-
ple, our guidance does not deal with issues con-
cerning the processing of personal data of
children.> Equally, issues may be discussed and
recommendations provided that may not be accu-
rate and valid for a specific context—for example,
a specific national or institutional context.

In light of the above, we thus recommend four additional
steps in order to make effective use of the guidance:

First, researchers should clarify whether, when,
and how data protection law applies to their
research. Only when data protection law applies
to a study (or part of a study) are the requirements
of that law relevant. Equally, in order to provide
many of the forms of information under discus-
sion, awareness of how the GDPR applies is neces-
sary. Although this may seem obvious, there is
often significant confusion regarding key terms
defining the applicability of the GDPR, for exam-
ple, “personal data” and “anonymity.” This tutorial
is not the place to offer extensive clarification of
the scope and applicability of the GDPR to psy-
chological research. We do, however, offer some
preliminary clarifications concerning the scope of
the GDPR in Boxes 1 and 2 regarding its territorial
scope and the concepts of personal, pseudony-
mous, and anonymous data.

Second, if researchers encounter anything they are
not clear about when using the guidance or encoun-
ter any issue concerning the information to be pro-
vided that they are not certain about, they should
always seek guidance before proceeding instead of
simply presuming one way or another.

Third, when it is clear whether and how the GDPR
applies and it is clear which information must be
provided, researchers should consider how to

present information to research participants such
that this information is easily accessible and com-
prehensible. This tutorial is not the place to offer
extended guidance on this issue. We recommend,
however, that researchers (a) place all information
relevant to fulfilling obligations under the GDPR
in one clearly identifiable subsection of consent
materials; (b) effectively communicate varying
data protection conditionalities applying in rela-
tion to different types of data collected or in rela-
tion to different aspects of a research project; (¢)
ensure that they do not use conflicting terminol-
ogy across consent materials, such as conflicting
uses of the term “anonymous” (in case of potential
conflict, definitions provided in law should be
adopted across materials); (d) be aware that active
provision of relevant types of information is usu-
ally required by law—that is, mere general indica-
tions that “data protection conditions apply” or
similar may not be adequate (Article 29 Data Pro-
tection Working Party, 2018); and (e) try, when
considering how to communicate with research
participants, to put themselves in the position of
a research participant and to consider what they
might like or need to know to understand the
research in question, the processing involved
with the research, and the consequences and
risks involved. Researchers might then seek to
adapt the presentation and language of commu-
nication to this perspective. In certain cases, it
may even be useful to involve participants as
part of a participant panel in tailoring consent
information.

e Fourth, if researchers do rely on the guidance to
produce participant information materials,
researchers should always submit the end product
to the relevant internal and external checks before
proceeding.

The Guidance

The guidance consists of three parts. The first part is a
top-level checklist of 10 types of information to be pro-
vided to research participants. The second part contains
a more detailed description of the content of each of
these 10 types of information. Finally, the third part
consists of example language relating to each of the 10
types of information.

Types of information to be provided
to research participants

Building from the text of the GDPR and authoritative
guidance, we suggest that researchers should provide
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the following 10 types of information in informed con-
sent materials:

1. Information about the controller(s) of data

a. The identity of and contact information for the
controller(s) or their representatives

b. The contact information for the data protection
officer

2. The purposes of the processing

a. The purposes of processing for which research
participants’ personal data have been collected

b. The legal basis on which this processing occurs

c. The legitimate interests pursued by the control-
ler if the legitimate basis is Article 6(1)(f) of the
GDPR

3. Risks and safeguards

4. Recipients of data
a. Recipients inside the project
b. Recipients external to the project

5. Types of personal data that will be collected and
processed

a. Types of data collected directly from the
research participants

b. Types of data that will be generated in the
course of research

6. International transfers

a. Information as to which personal data will be
transferred, who will receive the personal data
and their location

b. Information as to the legal legitimation of the
transfer—given that, in principle, transfers of
personal data outside the European Union
(EU) are legally legitimate only when certain
conditions are fulfilled (Chapter V and particu-
larly Articles 44-49 of the GDPR)

c. Information concerning the conditions; safe-
guards; and, in the absence of such safeguards,
the risks associated with the transfer

7. Storage periods

a. The length of time personal data will be stored

b. The criteria according to which the length of
time will be decided

8. Data subject rights

a. Range of rights

i.  The right to withdraw consent (see Article
7(3) of the GDPR)

ii.  The right to access (see Article 15 of the
GDPR)

iii. The right to rectification (see Article 16 of
the GDPR)

iv.  The right to erasure of personal data (see
Article 17 of the GDPR)

v.  The right to restrict processing (see Article
18 of the GDPR)

vi. The right to portability (see Article 20 of
the GDPR)
vii. The right to object to processing (see
Article 21 of the GDPR)
viii. The right to lodge a complaint with a
supervisory authority
b. Exceptions
c. Modalities and consequences of exercise of
rights
9. Contractual or statutory requirements
10. Automated decision-making

Elaboration of types of information
to be provided

Below, we attempt to clarify the content of each of the
10 types of information listed above. Our clarifications
do not cover all possible questions and issues but are
targeted to be as useful as possible and have been
drafted in light of (a) our understandings and interpreta-
tions of the relevant legal provisions; (b) the aims of the
provisions in law—that is, that the provision of informa-
tion to research participants should allow them to effec-
tively understand the proposed research and processing;
(o) issues encountered in participant information materi-
als we have observed and felt it useful to address; and
(d) existing fruitful approaches, recommendations, and
templates—including those already used by psychologi-
cal researchers (e.g., by the German Psychological Soci-
ety; Ethikkommission der Deutschen Gesellschaft fir
Psychologie, 2021).

Information about the controller(s) of data.

The identity of and contact information for the
controller(s) or their representatives. This information
should be clearly marked (see Box 3). We suggest that it
is not adequate to simply provide the contact information
for the lead researcher or a project representative without
further clarification as to whether this person is the con-
troller or their representative. Should there be a difference
in the identity of the controller and other parties men-
tioned in consent materials as responsible contact points
for the project, we suggest that this also be made clear.
Where multiple controllers are relevant, each should be
clearly listed, and it should be made clear who will have
responsibility for each aspect of processing.

The contact information for the data protection offi-
cer. Article 13(1)(b) GDPR requires that the research
participant be provided with “the contact details of the
data protection officer, where applicable.” The researcher
responsible for designing the consent form should find
out whether their organization has a data protection offi-
cer, or an individual or body that plays a similar role, and
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Box 3. Who Are Controllers in Psychological Research?

controller within the meaning of the GDPR. Sometimes .

as the controller’s representative.

According to Article 4(7) of the General Data Protection Regulation (GDPR), “‘controller’ means the natural or
legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes
and means of the processing of personal data; where the purposes and means of such processing are determined
by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by
Union or Member State law” (Regulation 679/2016). According to the European Data Protection Board (2020a), “In
practice . . . it is usually the organization as such, and not an individual within the organization . . . that acts as a
.. a specific person responsible for the implementation
of the processing activity [will be appointed]. Even if a specific natural person is appointed to ensure compliance
with data protection rules, this person will not be the controller but will act on behalf of the legal entity . . . which
will be ultimately responsible in case of infringement of the rules in its capacity as controller” (p. 10). In relation to
psychological research, it will often be the case that a specific researcher (e.g., the lead researcher) is responsible for
the organization of data processing in relation to a project and, in such cases, it may make sense to list this person

if so, whether it is necessary to list the officer in the con-
sent materials. Data protection officers are responsible for
ensuring compliance with the GDPR, and their identity
and contact information should already be public (Article
29 Data Protection Working Party, 2017a). We suggest that
this information be provided unless there is a compelling
reason not to do so. When an institution does not have
a data protection officer but does have an individual or
a body that plays a similar role—for example, a privacy
officer—then the contact details of this individual or body
should be provided, if possible.

The purposes of the processing.

The purposes of processing for which research partici-
pants’ personal data have been collected. The researcher
designing the consent materials should be as specific as
possible with regard to the aim of the processing. If per-
sonal data are being collected for a single research project,
this will usually constitute a sufficiently specific purpose—
although multiple processing operations may then occur
within the context of the project. If multiple specific pur-
poses are foreseen at the time of collection—for example,
if the aim is to collect personal data for multiple specific
research projects either at one point in time or in the
future—each of these specific purposes should be com-
municated separately.

Because data may be collected for research purposes
not foreseeable at the moment of collection, broader
purposes may, in certain cases, be elaborated—see the
possibility in relation to consent as a legal basis elabo-
rated in Recital 33.° The researcher should check, how-
ever, whether broader statements of purpose fulfil
relevant conditions, including relevant ethical standards
(Datenschutzkonferenz, 2019; European Data Protection
Board, 2020b). As the scope of this possibility, as well
as the relevant safeguards, remains a subject of discus-
sion, are contextually dependent, and are liable to

divergent interpretations, we strongly suggest that
researchers seek advice before proceeding if they are
unclear as to how the possibility applies to them.

In certain cases, it is possible that the means of pro-
cessing—apart from the purposes—may not be obvious
for research participants but may still be relevant to
participants’ understanding of research.” In such cases,
we suggest that these means of processing also be com-
municated. For example, if research is aimed at the pro-
duction of information on “feelings of community” that
engages members of a certain religious group as partici-
pants, part of the process of the research project involves
a methodological step based on psychological constructs
related to religion, which are likely to be disputed or
objected to by the religious group. Therefore, this step
might need to be communicated if it is not implicitly
clear from the research goal.

Where multiple parties will process personal data for
different purposes, or where different types of personal
data will be processed for different purposes, we suggest
that this be made clear to research participants. Research
that involves deception of research participants or
incomplete communication of information requires fur-
ther consideration (see Box 4 for further discussion).

The legal basis on which this processing occurs. All pro-
cessing of personal data under the GDPR requires a legal
basis, and all legal bases are listed exhaustively in Article
6 of the GDPR.®2 When sensitive personal data (see Box 5)
are collected and processed, a legal basis will also sup-
plementally—that is, in addition to the legal basis under
Article 6—be required under Article 9 of the GDPR.?

In the first instance, we highlight that multiple legal
bases may be relevant in relation to processing opera-
tions connected to the overarching purpose (see above).
See, for example, the discussion of the different possible
bases that may be relevant in relation to processing
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Box 4. A Note on Deception and Incomplete Disclosure

Psychologists routinely have reason to leave participants in the dark about the intent of their research to
preserve the fidelity of the participants’ responses—whether via actively misleading participants or simply by
not providing them with full information. They may, for example, vaguely describe a study on racist
stereotypes as “social cognition research,” or give instructions to participants suggesting that they assume the
role of a teacher in a study on human learning when the study is actually about obedience to authority. The
General Data Protection Regulation (GDPR)-compliant use of methodologies including deception and
incomplete disclosure is an issue that currently has no easy and clear answer. The concepts do not appear in
the GDPR itself. However, the provisions of the GDPR do not obviously facilitate collecting and processing
personal data without providing relevant information as to the purposes of processing to research
participants. Certain guidance concerning consent as a legal basis—although not specific to research—seems
to clearly suggest that no form of misleading about relevant facts is permissible (European Data Protection
Board, 2020b). Accordingly, this is an issue that has been explicitly flagged as requiring further thought and
research in authoritative guidance on scientific research and the GDPR (European Data Protection
Supervisor, 2020, p. 21). Questions concerning GDPR compliance and deception or incomplete disclosure
will not emerge if researchers collect and process only anonymized data (see Box 1). We acknowledge that
simply collecting anonymous data instead of personal data may not be possible—at least not without
significant changes in a research protocol and the scope of data that can be collected. If use of anonymous
data is not possible, we suggest that researchers obtain case-specific guidance from relevant bodies that can

give context-specific advice.

operations connected to a single primary research pur-
pose in European Data Protection Board (2019a, pp.
4-7). Researchers, however, need to identify only one
legal basis in relation to each aspect of processing. In
this regard, researchers should check which legal bases
are relevant to them, check which aspects of processing
these legal bases might legitimate, and communicate
each of these to research participants. When necessary,
researchers should highlight any national laws diverging
from, or specifying, the GDPR relevant for the legitima-
tion of processing.

We highlight that although consent may be used as a
legal basis for psychological research in certain cases—
consent is listed as a legal basis in both Article 6 and
Article 9—it is not always available for all types of psy-
chological research.'® In this regard, there are certain
conditions that may exclude its use as a legal basis in a
given context—for example, in cases in which a power
imbalance between researcher and research participant
precludes the possibility of offering freely given consent
and in cases in which an effective withdrawal of consent
is not possible (for further discussion, see, e.g.,

Box 5. Sensitive Data

Directorate-General for Health and Food Safety, 2019;
European Data Protection Board, 2019a, 2020b). We high-
light, however, that national interpretations as to when
this basis might be used vary, and psychological research-
ers should find out what conditions apply to them.

We further highlight that simply because research par-
ticipants are asked to provide informed consent in rela-
tion to a research project, (a) this does not necessarily
mean consent is the legal basis under Articles 6 and 9
of the GDPR relevant for legitimating processing—see
Box 6 for a discussion and explanation—and (b) the
mere fact that consent is requested is not a reason to
fail to provide information as to the legal basis (Euro-
pean Data Protection Board, 2019a).

The legitimate interests pursued by the controller if the
legal basis is Article 6(1)(f) of the GDPR. When the legal
basis for processing in a project is Article 6(1(f) of the
GDPR—"processing is necessary for the purposes of the
legitimate interests pursued by the controller or by a third
party”—the researcher should list the legitimate interests
according to which they are processing the personal data.

Article 9(1) of the General Data Protection Regulation (GDPR) defines sensitive personal data as any

personal data “revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade
union membership, and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual
orientation.” This is an exhaustive list, and any personal data that do not fall into one of these categories will
not be considered sensitive data.
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Box 6. The Ethics of Informed Consent and Consent as a Legal Basis for Processing Under the General Data
Protection Regulation (GDPR)

We highlighted that both ethical and legal rules may be applicable to a given research project and in relation
to a given aspect of research. These rules will often correspond, but this is not always the case—the goals of
ethics and law are not always identical, the instruments of ethics and law are drafted and adopted by
different parties and via different procedures, etc. Accordingly, in a given case of psychological research,
there may be, for example, an ethical requirement to obtain informed consent from the research participant.
When the GDPR also applies to such a case, then all processing of personal data will need to be legitimated
under Article 6—and if sensitive personal data are processed, researchers will also need for this to be
legitimated under Article 9. However, consent can be relied on only as a legitimate basis if a certain set of
conditions specific to consent in the GDPR are fulfilled. If these conditions cannot be fulfilled, another legal
basis must be found to legitimate processing, but the ethical requirement to obtain informed consent may
still be valid. Accordingly, a situation may emerge in which there is an informed consent procedure relevant
to a research project but that consent is not the legal basis legitimating processing under the GDPR. Should
this situation arise, we suggest that this be clearly communicated to research participants so that they do not
assume that consent is the legal basis under the GDPR.

These legitimate interests include the conduct of scientific
research. We highlight, however, that this legal basis may
not be appropriate for psychological research conducted
in public institutions.!! In this regard, we strongly suggest
that any psychological researchers considering using this
legal basis check their institutional status and whether the
basis is available to them.

Risks and safeguards.'?

Risks. Researchers should be clear about any risks
related to processing for the purposes of their research
that may not be immediately clear to participants. In cer-
tain cases, processing for research purposes may not pose
obvious direct risks. In many cases, however, and despite
best efforts, there will be some risk that unauthorized par-
ties will gain access to personal data—whether by gaining
access to personal data held by researchers, by reidenti-
fying anonymized published data sets, etc. This risk will
increase as the richness of a data set increases (El Emam
et al., 2011). With this observation, we do not wish to sug-
gest that risks of unauthorized external use will necessar-
ily be likely to occur. Indeed, in many cases, the likelihood
may be very small. Nevertheless, when such risks cannot
be excluded, we suggest that this be communicated to
research participants.

Safeguards. Researchers should also be clear as to the
measures in place to ensure that risks are minimized, that
personal data are used only for the purposes for which
they are collected, and that personal data are accessed
only by authorized individuals. We suggest that research-
ers communicate the presence of these safeguards to
research participants. These safeguards can be technical—
such as access controls, pseudonymization, and encryp-
tion—or organizational—such as researcher training and
ethical review procedures.

Recipients of data.

Recipients inside the project. Identification of different
types of recipients need not include a list of all possible
researchers who will access the data. However, if there
are different types of researchers—for example, those
conducting different kinds of research or researchers from
different institutions—who may access the data, or if there
are different types of nonresearch entities that will access
the data as part of the project, we suggest that these par-
ties and their roles be communicated. Eventually, it should
be clear to research participants who will have access to
which data and what they will do with the data.

Recipients external to the project. This includes exter-
nal researchers and external parties connected with the
research process—such as quality control authorities. This
also includes actors who may access personal data for
purposes other than those connected to research—for
example, law enforcement authorities (Dranseika et al.,
2016). Researchers should check carefully in advance the
range of external parties that may, even only theoretically,
have access to the data they hold. Each of these parties,
as well as, we suggest, the conditions under which they
will access personal data, should be communicated to
research participants. If researchers find that third parties
can access personal data, a categorical statement to the
effect that data will not be transferred to third parties will
be inaccurate.

Types of personal data that will be collected and
processed.

Types of data collected directly from research par-
ticipants. As a rule, participants should be aware of the
range of types of facts about them that will be collected.
In terms of the detail of breakdown of information col-
lected, researchers should exercise discretion but should
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seek to provide participants with information of sufficient
granularity that they can understand the full range of facts
collected from them. Some raw data sets collected from
participants could be subject to a range of different analy-
ses and produce a range of different facts about them
(e.g., genetic data; Hallinan, 2020). In such cases, we sug-
gest that researchers clarify to participants the forms of
data that will be collected, the forms of information that
will be extracted from these data in the course of research,
and the other types of information that might potentially
be extracted from the collected data—even if not planned
within the context of the study in question. In certain
cases, the forms of information that may be extracted may
be extensive and even uncertain at the moment of collec-
tion (e.g., because of scientific advances; Article 29 Data
Protection Working Party, 2004). In such cases, we sug-
gest that researchers highlight these facts to research par-
ticipants and provide them with information sources that
will allow them to understand the current and prospective
situation, should they wish to. We suggest that the sources
be chosen, as far as possible, such that they are acces-
sible to laypersons. If sensitive data, in the meaning of the
GDPR, are collected (see Box 5), we suggest that research-
ers mention this specifically, as these forms of personal
data are subject to a specific legal regime.

Types of data that will be generated in the course of
research. If analysis conducted by researchers is likely to
result in the generation of new information about research
participants—that is, novel information not collected from
participants—we suggest that this information should be
explicitly communicated. For example, if psychologists
appear to collect information only about a simple game
but plan to analyze this information to make inferences

Box 7. Data Sharing

about participants’ personalities or social capabilities, the
fact that this new information will be generated should
be communicated. This is especially true if information is
generated that research participants would not expect to
be generated from the personal data they have provided
and their knowledge of the purposes of processing (e.g.,
implicit measures). We suggest that researchers also indi-
cate the types of scientific conclusions they aim to gener-
ate. If incidental findings, which may be of importance to
the individual (e.g., a diagnostic finding resulting from a
functional MRI scan), may be generated, we suggest that
such findings be communicated to the research partici-
pants along with the consequences if they occur.'

International transfers.

Transfers. When personal data may be transferred out-
side the borders of the EEA, this should be communicated
to research participants as specifically as possible. This
includes (a) information as to which personal data will
be transferred, who will receive the personal data, and
their location; (b) information as to the legal legitimation
of the transfer, given that, in principle, transfers of personal
data outside the EU are legally legitimate only after certain
conditions are fulfilled (Chapter V and particularly Articles
44-49 GDPR)—for example, if an adequacy decision is in
place regarding the fact that the level of data protection in
a third country is equivalent to that in the EU; and (¢) infor-
mation concerning the conditions, safeguards, and, in the
absence of such safeguards, the risks, associated with the
transfer (European Data Protection Board, 2020b)—risks
that may vary depending on the transfer in question. We
suggest that researchers planning to share data in a public
repository provide participants with specific information
about the conditions and risks involved (see Box 7).

Researchers are routinely expected to share research data with others, either because of their commitment to
professional guidelines (American Psychological Association, 2017, Section 8.14) and journal policies (Giofre
et al., 2017) or because of changing norms in psychology toward openness and transparency (Kidwell et al.,
2016). Accordingly, when researchers have collected personal data with the intention of sharing these data—
even if they plan to anonymize the data prior to sharing—they should make sure that participants have
relevant information concerning sharing, including (a) the parties with which personal data will, or may, be
shared; (b) the risks that may arise from sharing; (¢) measures that will be taken to protect participants’
rights in shared data sets (e.g., technical measures aimed at restricting identifiability in a data set, such as
pseudonymization); (d) conditions of data access, such as who might access the data and how; and (e)
restrictions on the purposes of future data uses or reuses. Relevant conditions can vary depending on the
context of research and on the national laws according to which research is conducted. Accordingly,
researchers who are not clear as to which conditions related to sharing are relevant to them should seek
advice before proceeding. Where sharing is likely, we recommend avoiding promises such as “strict
confidentiality”—which may be unrealistic to achieve—or being overly restrictive in terms of lists of
(potential) recipients. Sharing of data collected and processed in fully anonymized fashion, will not fall
under the General Data Protection Regulation (GDPR) and will not need to be communicated to research
participants. However, it may still be good practice—or required under other applicable laws or ethical
requirements—to inform research participants a priori about such plans and to obtain their consent.
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Storage periods.

The length of time personal data will be stored. We sug-
gest that, as far as possible, the reason for the storage
period (e.g., months, years) is provided—for example, the
period is identified as the best practice by a relevant body
or organization (see, e.g., the recommendations for psy-
chological research in Germany by the German Psycho-
logical Society; Schonbrodt et al., 2016). We also suggest
that it be made clear precisely what will happen to per-
sonal data after this time period—whether the data will be
anonymized or destroyed. Should personal data be sent to
third parties in the course of the project, we suggest that it
be made clear whether these parties will also respect this
storage period and, if not, what differences are relevant.

The criteria according to which the length of time will be
decided. 1f it is not possible to list a specific time period
of storage in advance, research participants should be
provided with the criteria that determine the period of
storage—for example, if personal data will be deleted fol-
lowing the end of data evaluation in a project.

Data subject rights.

Range of rights. Participants should be informed that
they have a set of rights under the GDPR in relation to their
personal data—we highlight here that participants do not
have such rights in relation to data that have been gener-
ated from these data but that themselves are not personal
data, such as scientific conclusions. Information concern-
ing the content of rights should be provided to a degree
of granularity that allows participants to understand what
each right means for them. In certain cases, this will be
self-explanatory, and a mere listing of rights and top-level
descriptions of content will suffice. When, however, the
specifics of a research project mean that top-level informa-
tion will be insufficient to provide understanding, further
information should be offered. As a rule, the following
rights are relevant:

e The right to withdraw consent (see Article 7(3) of
the GDPR). Information as to this right technically
(according to the GDPR) needs be provided only
when the participant’s consent is the legal basis
on which personal data are processed. We suggest
that this right be discussed even when consent is
not the legal basis on which personal data are
processed. Researchers should also clearly differ-
entiate other rights to withdraw from the study
(e.g., simply discontinuing participation at some
point in the process) from the right to withdraw
consent under the GDPR.' Should personal data
be transferred to third parties, we suggest that it
be made clear what this means in relation to a
withdrawal of consent.

e The right to access (see Article 15 of the GDPR).
This includes the right to obtain confirmation as
to whether personal data are being processed. In
many cases under discussion in these guidelines,
this may be obvious to the research participant,
and, in such cases, the right is thus unlikely to
actually be used to merely obtain confirmation of
processing. The right to access also includes the
right to obtain (a) a range of information concern-
ing processing (see Article 15(1) of the GDPR for
a list) and (b) a copy of the personal data being
processed.

e The right to rectification (see Article 16 of the
GDPR). This includes the possibility of having any
incorrect data corrected or updated as necessary
and even the possibility of including a supplemen-
tary statement concerning personal data, should
this be warranted.

e The right to erasure of personal data (see Article
17 of the GDPR). This includes the possibility of
having personal data erased when the participant
withdraws consent (and consent is the legal basis)
and when the retention of personal data is no lon-
ger necessary in relation to the proposed research.

e The right to restrict processing (see Article 18 of
the GDPR). This includes the possibility of restrict-
ing processing when the participant believes that
the personal data being processed are inaccurate.

e The right to portability (see Article 20 of the
GDPR). This includes the possibility for the par-
ticipant to obtain a copy of the personal data they
provided or to have their data transferred to a third
party in a commonly used format (Article 29 Data
Protection Working Party, 2017¢).

e The right to object to processing (see Article 21
of the GDPR). This includes the possibility for
research participants to object to processing given
certain legal bases in Article 6 of the GDPR on the
basis of factors specific to their situation. The right
does not apply, however, if consent is the legal
basis for the processing of personal data under
the GDPR.

e The right to lodge a complaint with a supervisory
authority. The researcher should provide contact
information for the relevant supervisory authority—
the responsible data protection authority, a national
regulator dealing with data protection law.

Exceptions. Certain rights may not apply to certain
cases of psychological research—for example, if legiti-
mate national law deviating from the GDPR foresees such
exceptions. In such cases, we suggest that research par-
ticipants be informed that certain rights are not applicable
and be provided with a justification for nonapplicability."
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Modalities and consequences of exercise of rights.
Researchers should already have procedures in place by
which research participants’ rights can be exercised. These
procedures should be made clear to research participants
such that they can understand how their rights can be
exercised and what consequences exercising them would
have. The issue of consequences is particularly relevant to
the right to withdraw consent and whether exercising this
right will result in retention, anonymization, or destruction
of personal data. We consider that, as a rule, a withdrawal
of consent should lead to destruction of personal data (see
above on the right to erasure). We recognize, however, that
destruction may not be possible in certain instances (e.g.,
where personal data have already been used in research)
and that, in such instances, exceptions to this rule may
come into play. Researchers who are unclear as to how
exceptions apply to them and what these exceptions per-
mit should seek guidance from the relevant bodies.

Contractual or statutory requirements. Research pro-
cessing based on informed consent will likely seldom take
place on the basis of contractual requirements. Researchers
should find out, however, whether personal data may need
to be processed in the course of research on the basis
of contractual or statutory obligations. In such a case, this
should be communicated to research participants in
advance. We suggest that researchers also communicate to
participants what this means in relation to their consent.'

Automated decision-making. As a rule, whenever
automated decision-making—including profiling—which
“produces legal effects concerning [an individual] or simi-
larly significantly affects [an individual]” (Article 22(1) of
the GDPR), is involved in a research protocol, research
participants should be given information as to the logic
involved in the decisions and as to the possible conse-
quences of the automated decision-making. Put simply—
although there is some uncertainty as to the terms—
“automated decision-making” relates to decisions made
about individuals solely on the basis of automated pro-
cessing without any human involvement in the decision-
making process, “legal effects” might be understood as
any effects that serve to alter participants’ legal status or
that prevent participants from enjoying legal rights, and
“similarly significantly affects” might be understood as
referring to significant effects on participants’ lives (Article
29 Data Protection Working Party, 2017b). We highlight,
however, that we consider automated decision-making
that produces such effects likely to seldom be relevant in
relation to psychological research.

Example language

The following provides example language for each of
the 10 types of information to be provided to research

participants. This example language is intended only as
an aid to psychological researchers in envisioning how
the clarifications offered in the above sections might
look in concrete form. In this regard, we highlight that
the examples (a) do not cover all possible aspects of
information provision; (b) do not necessarily build on
each other to form a cogent whole (e.g., there is repeti-
tion across categories); (¢) given the diversity of psy-
chological research, as well as the various possible
ethical, legal, and institutional requirements concerning
information provision, may not be suitable for use in a
specific case; and (d) may not be suitable for certain
types of participants (e.g., they may be formulated in a
way that is too complex for certain types of research
subject). In this regard, we stress that the below is not
intended as a consent template and the examples are
not intended as copy-paste sentences that merely need
to be filled in by psychological researchers before use.
Accordingly, psychological researchers should always
ensure that language used is relevant for their specific
research context, as well as for their specific national
and institutional context.!”

Information about the controllers of data.

“The controllers are (a) ____, which is responsible
for __ and which will be represented in relation
to all processing related to the proposed research
by __ ; () ___, which are responsible for ____
and which will be represented in relation to all
processing related to the proposed research by
_ (o) eter

“The data protection officer for is and
can be contacted at . The data protection offi-
cer for is and can be contacted at J

The purposes of the processing.

“Personal data will be collected and processed for
the following purposes: (a) ____, which has the aim
of _ and will involve ; (b) ____, which has
the aim of __ and will involve ; (0) ete.”

“Personal data may be used for other purposes in the
future: (a) , which has the aim of __ and will
involve , under the following conditions:
(b) ___, which has the aim of ___ and will involve
____, under the following conditions: __; (¢) etc.”

)

“Different parties will process personal data for
different purposes: (a) ___ will process ____ for
the purpose of __ ; (b) __ will process ____ for
the purpose of ; (0 ete

“In the course of the proposed research, the
following means for/approaches to processing
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personal data will be used, of which research par-
ticipants should be aware of J

“In relation to the above purposes, the following
types of processing activity will take place: (a)

; (b) ; (© . The relevant legal bases
under the GDPR/national law in relation to these
types of processing are (a) in relationto ____;
(b) ____inrelation to ____; (¢) etc.”

“In relation to processing for which the legitimate
legal basis is Article 6(1)(f) of the GDPR, the legiti-
mate interests pursued by the controller are J

Risks and safeguards.

“The following risks exist in relation to the process-
ing of personal data related to the described pur-
poses: (a) . (b) . (o) J

“Despite best efforts, and although we believe this
is unlikely, we cannot fully exclude the possibility
that unauthorized access to/reidentification of per-
sonal data may occur. To minimize risks to research
participants, the following technical and organiza-
tional safeguards have been put in place: (a) ___;

b __ 5 __

Recipients of data.

“As part of the proposed research project, the fol-
lowing parties will receive research participants’
personal data: (a) __ will receive the following
forms of personal data: ____ and will engage in the
following forms of processing: (b)) _ will
receive the following forms of personal data: __
and will engage in the following forms of process-
ing: ; (0 etc”

“The following parties who are external to the
research project will also receive research partici-
pants’ personal data: (a) will receive the fol-
lowing forms of personal data: ____ for the purposes
of ____and will engage in the following forms of
processing: ; (b) ___ will receive the following
forms of personal data: __ for the purposes of
___and will engage in the following forms of
processing:

“The following parties who are external to the
research project may receive research participants’
personal data: (a) __ may receive the following
forms of personal data: __ for the purposes of
,if ____ and will engage in the following forms
of processing: ; (b) ____ may receive the fol-
lowing forms of personal data: __ for the pur-
poses of _ if _  and will engage in the
following forms of processing: ; (0 etc”

“The following forms of personal data may be pub-
lished in the following ways: (a) will be pub-
lished in the following types of repository/journal:
_ under the conditions that __ and will be
subject to access by ____; (b) will be published
in the following types of repository/journal:
under the conditions that ___ and will be subject
to access ____; (¢) etc.”

Types of personal data that will be collected and
processed.

“The following types of personal data will be
collected from research participants: (a) ;

b __ ;©__

“The following types of personal data that will be
collected can be subjected to analysis that could
reveal further information about research partici-
pants: (a) , which will be analyzed in the course
of the proposed research to produce the following
information about research participants: _____ but
which could, in principle, also be analyzed to pro-
duce further information about research partici-
pants,suchas ___ ;(b) __, which will be analyzed
in the course of the proposed research to produce
the following information about research partici-

pants: but which could, in principle, also be
analyzed to produce further information about
research participants, such as ; (©) etc”

“In relation to the following forms of personal data,
future developments may allow new forms of
information about research participants to be
produced—although the production of such new
forms of information is not planned as part of
this research: (a) ___ ; (b) ___ . For more informa-
tion, research participants should consult (a) ___;

b~

“The following forms of sensitive data, in the mean-
ing of Article 9 of the GDPR, will be collected: (a)
: (b) —‘n

“In the course of the proposed research, the fol-
lowing new forms of information about research
participants will be generated via analysis of per-
sonal data collected directly from research partici-
pants: (@) __ ;(b)

“The following types of scientific conclusions will
be generated from the processing of research par-
ticipants’ personal data: (a) ; (b) ; (© 7

“In the course of the proposed research, it is pos-
sible that the following incidental findings will be
generated: (a) , in which case ____ will happen;
(b) ___, in which case ____ will happen; (¢) etc.”
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International transfers.

“The following types of personal data will be trans-
ferred outside the European Economic Area to the
following recipients, located in the following coun-

tries: (a) __ will be transferred to ____ located in
M will be transferred to ___ located in
_ (o) ete

“The following transfers will take place on the basis
of the following legal legitimations: (a) ____ will
take place on the basis of ___ ; (b) __ will take

”»

place on the basis of .

“The following transfers will take place according
to the following conditions and safeguards and may

pose the following risks: (a) __ will take place
under ___ conditions, subject to ____ safeguards,
and may pose the following risks: __ ; (b)
will take place under ___ conditions, subject to
__ safeguards, and may pose the following risks:
_ (o) ete

Storage periods.

“The following forms of personal data will be
stored for the following periods for the following

reasons: (a) ___ will be stored for ____ days/
months/years in accordance with (b
will be stored for ____ days/months/years in accor-
dance with ; (o) ete”

“In relation to the following types of personal data,
the following criteria for the duration of storage
will apply: (a) will be stored until ____; (b)
_will be stored until ; (0) ete.”

“Following the end of the storage period, the fol-
lowing actions will occur: (a) in relation to ___,
personal data will be ____; (b) in relation to ____|
personal data will be ___; (¢) in relation to ____|
personal data will be ____ 7

“Personal data transferred to third parties will be
subject to the same storage periods and will be
following these periods.”

“The following forms of personal data transferred
to third parties will be subject to the following
storage periods: (a) ___ transferred to ____ will be
stored for ____ and, following the end of this stor-
age period, will be __ ; (b) ___ transferred to
___will be stored for ___and, following the end
of this storage period, will be ____; (¢) etc.”

Data subject rights.

“Research participants have the following rights in
relation to their data processed in relation to the

purposes listed above: (a) , including the pos-
sibility to ; (b) , including the possibility
tO ”

“The following rights, which are usually applicable
under the GDPR, are not applicable in this case:

(a) due to ; (b) due to ; (0) ete
“Research participants can exercise their rights by
contacting and by performing the following
actions: (a) ; (b) J

“The consequence of exercising rights will be as
follows: (a) Exercise of will result in ; (b)
exercise of will result in J

“The consequence of exercising the right to with-
draw consent will be (a) in relation to __ used
for __ | the consequence will be __ erasure/
anonymization/retention of data/further processing
of data; (b) in relation to ____ used for ___| the
consequence will be erasure/anonymization/
retention of data/further processing of data; (¢) in
relationto ____ used for ____| the consequence will
be ____ erasure/anonymization/retention of data/
further processing of data.”

“After exercise of the right to withdraw consent,
the following will happen to personal data trans-
ferred to third parties: (a) transferred to
will be _ ; (b) __ transferred to ____ will be
_ (o) eter

Contractual or statutory requirements.

“The following processing operations, which will
occur as a result of the collection, and processing
for the purposes listed above are required by stat-

ute: (a) , the relevant statute is ; (b) ,
the relevant statute is ; (o) ete.”
“Where takes place, this will have the follow-

”»

ing implications for your informed consent:

We believe that psychological research will seldom
take place on the basis of contractual requirements.
Accordingly, when such requirements are relevant,
context-specific language and explanations will likely
be important. For this reason, we will not offer any
examples in relation to this type of information.

Automated decision-making. We believe that auto-
mated decision-making of the form under discussion will
seldom be relevant in relation to psychological research.
Accordingly, when such decision-making is relevant,
context-specific language and explanations will likely be
important. For this reason, we will not offer any examples
in relation to this type of information.
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Conclusion

The GDPR is, in principle, applicable to psychological
research in the EEA—and in some cases outside the EEA.
When personal data are collected directly from research
participants, the GDPR outlines a series of obligations
concerning the forms of information that should be pro-
vided to them. These obligations will usually be fulfilled
in the context of an informed consent procedure—
whether the rationale for this procedure is ethical, legal,
or both. In this regard, the above constitutes general
practical guidance as to the types of information that
psychological researchers should provide to research
participants under the GDPR in consent procedures.

We will end by saying that we do not presume that
our guidance already presents an ideal approach—con-
sideration of which will ensure that psychological
researchers can provide ideal information to research
participants and which will guarantee compliance with
the GDPR. Rather, we hope only that our guidance can
constitute a small step toward bridging the knowledge
gap between psychological research and data protection
law and can assist psychological researchers in the
design of better consent materials.
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Notes

1. According to Article 4(1) of the General Data Protection
Regulation (GDPR), “‘personal data’ means any information relat-
ing to an identified or identifiable natural person (‘data sub-
ject); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, phys-
iological, genetic, mental, economic, cultural or social identity of
that natural person” (Regulation 679/2016). According to Recital
26 of the GDPR, anonymous data are information that “does not
relate to an identified or identifiable natural person or . . . per-
sonal data rendered anonymous in such a manner that the data
subject is not or no longer identifiable” (Regulation 679/20106).
For a more in-depth discussion on the concepts of personal data
and anonymization, see Article 29 Data Protection Working Party
(2007, 2014; the 2014 Guidelines are in the process of being
updated, see European Data Protection Board, 2021a). Article
4(2) of the GDPR defines processing as “any operation or set of
operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as col-
lection, recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmis-
sion, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.”

2. Where ethical rules and legal rules relate to the same research
project and the same aspect of research, they will often corre-
spond, or at least not contradict, allowing both sets of rules to
be followed simultaneously with no issues. There are instances,
however, in which the two rule sets do not precisely correspond
or even contradict one another. In this regard, there are ongoing
discussions as to how ethics and data protection law under the
GDPR should relate to one another. It is beyond the scope of this
tutorial to elaborate on these discussions, though we point the
interested reader to Hallinan (2021), who expands the discussion
and proposes a way forward. Hallinan highlights the relevance
of both ethical and legal rules, suggesting a three-step approach
for dealing with instances in which they overlap: (a) Look to the
law to establish hard boundaries for action, (b) look to ethical
rules for guidance as to how to act in relation to uncertainties left
by law, and (¢) look back to the law to perform a control on the
normative quality of solutions produced via a consideration of
ethical rules. We also highlight the observation that institutional
divisions between bodies dealing with these sets of norms may
not always help researchers—for example, institutional divisions
between research ethics committees and data protection officers
(e.g., see Gefenas et al., 2022, pp. 24-25).

3. We have conducted empirical research concerning the validity
of this assertion. We elaborate on the outcome of this research
elsewhere (Elson et al., 2021).

4. We thank Reviewer 2 for this observation.

5. There is certain specific guidance concerning consent and
the processing of children under European Union data protec-
tion law, although it is not aimed at scientific research (e.g., see
European Data Protection Board, 2020b). National-level guid-
ance is also available in certain states (e.g., see Data Protection
Commission, 2020).

6. Recital 33 reads, “It is often not possible to fully identify
the purpose of personal data processing for scientific research
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purposes at the time of data collection. Therefore, data subjects
should be allowed to give their consent to certain areas of scien-
tific research when in keeping with recognised ethical standards
for scientific research. Data subjects should have the opportunity
to give their consent only to certain areas of research or parts of
research projects to the extent allowed by the intended purpose.”
7. To clarify the distinction between the concepts of processing
and purpose, processing essentially encompasses any activity
done to, or with, data and thus differs from the concept of pur-
pose, which concerns the aims according to which processing
is performed.

8. Article 6 of the GDPR states that “processing shall be lawful
only if and to the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of his
or her personal data for one or more specific purposes; (b) pro-
cessing is necessary for the performance of a contract to which
the data subject is party or in order to take steps at the request
of the data subject prior to entering into a contract; (¢) process-
ing is necessary for compliance with a legal obligation to which
the controller is subject; (d) processing is necessary in order to
protect the vital interests of the data subject or of another natural
person; (e) processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official
authority vested in the controller; (f) processing is necessary for
the purposes of the legitimate interests pursued by the controller
or by a third party, except where such interests are overridden
by the interests or fundamental rights and freedoms of the data
subject which require protection of personal data, in particular
where the data subject is a child.”

9. Article 9 of the GDPR states that “Paragraph 1 [where a general
exception to the processing of sensitive data is elaborated] shall
not apply if one of the following applies: (a) the data subject
has given explicit consent to the processing . . . (b) processing
is necessary for the purposes of carrying out the obligations and
exercising specific rights of the controller or of the data subject
in the field of employment and social security and social protec-
tion law in so far as it is authorised by Union or Member State
law . . . (0) processing is necessary to protect the vital interests
of the data subject or of another natural person where the data
subject is physically or legally incapable of giving consent; (d)
processing is carried out in the course of its legitimate activities
with appropriate safeguards by a foundation, association or any
other not-for-profit body with a political, philosophical, religious
or trade union aim . . . (e) processing relates to personal data
which are manifestly made public by the data subject; (f) pro-
cessing is necessary for the establishment, exercise or defence
of legal claims or whenever courts are acting in their judicial
capacity; (g) processing is necessary for reasons of substantial
public interest, on the basis of Union or Member State law . . .
(h) processing is necessary for the purposes of preventive or
occupational medicine, for the assessment of the working capac-
ity of the employee, medical diagnosis, the provision of health
or social care or treatment or the management of health or social
care systems and services on the basis of Union or Member State
law or pursuant to contract with a health professional . . . (i) pro-
cessing is necessary for reasons of public interest in the area of
public health . . . or ensuring high standards of quality and safety
of health care and of medicinal products or medical devices,
on the basis of Union or Member State law . . . (j) processing is

necessary for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes in accor-
dance with Article 89(1) based on Union or Member State law.”
10. The GDPR also outlines several conditions that must be met
for any consent to be legitimate and to qualify as the legal basis
on which processing occurs. The need to provide information
to research participants is only one form of such conditions.
Other conditions include, for example, the way in which consent
must be obtained and documented. Although an extensive dis-
cussion of these conditions is beyond the scope of this tutorial,
we point the interested reader to the more detailed discussions
in European Data Protection Board (2020b).

11. Recital 47 of the GDPR states, “Given that it is for the legisla-
tor to provide by law for the legal basis for public authorities to
process personal data, that legal basis [the legitimate interests
of the controller] should not apply to the processing by public
authorities in the performance of their tasks.”

12. This is not a category of information whose provision is
explicitly foreseen in Article 13 of the GDPR or associated guid-
ance. We highlight, however, that one of the purposes of provid-
ing information is to allow research participants to understand
the risks that research will bring, and, accordingly, unexpected
risks as well as relevant safeguards should be communicated.
Equally, providing information on risks and safeguards to data
subjects in relation to personal data processing is explicitly men-
tioned in Recital 39. Recitals are essentially clarifications of legal
provisions offered by the legislator. Accordingly, we believe
that this form of information should be provided to research
participants.

13. In certain cases, it may also be suitable or necessary for
researchers to provide participants with the option of choosing
whether or not such findings should be communicated.

14. In this regard, depending on the specifics of a study, a par-
ticipant may be given a range of possibilities for simply ceasing
participation (i.e., to withdraw from the study). For example, a
participant might be given the possibility of stopping an experi-
ment in the middle and leaving the study. Taking advantage of
such a possibility would naturally mean that no more personal
data would be collected directly from the participant. This, how-
ever, would not say anything about what would happen to per-
sonal data already collected. Accordingly, such a possibility should
not be confused with withdrawal of consent under data protection
law, which may have implications both for the possibility of col-
lecting more personal data from the participant as well as for per-
sonal data already collected—see also the right to erasure below.
15. For example, for research exceptions relevant to the appli-
cability of certain rights in the German context, see Article 27(2)
(Bundesministerium der Justiz, 2017). Many jurisdictions in which
the GDPR applies foresee relevant exceptions in national law.
16. See, for example, the discussion of the relationship between
statutory grounds and research in European Data Protection
Board (2019a).

17. We note in this regard that there are a number of GDPR
research template consent forms available to download for
researchers who might like further inspiration. We advise
researchers who consider drawing on these forms, however, to
always consider the relevance of the forms and the language
therein to the specifics of the research project in question and to
make sure to adapt all language accordingly.
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