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1 Aufgabenstellung

Die zunehmende Digitalisierung und Vernetzung unserer Gesellschaft fiihrt zu einer Zunahme von
datenintensiven und latenzkritischen Anwendungen. Beispiele hierfiir sind das Internet der Dinge (IoT),
autonome Fahrzeuge, virtuelle und augmentierte Realitdt sowie industrielle Automatisierung. Diese
Anwendungen stellen hohe Anforderungen an die Netzwerkinfrastruktur, insbesondere hinsichtlich
Latenz, Ausfallsicherheit und Skalierbarkeit.

Aktuelle Netzwerkarchitekturen und Algorithmen sind oft nicht in der Lage, die dynamischen und
komplexen Anforderungen von Multi-Domain-Netzen zu erfiillen. Insbesondere die Rekonfigura-
tion von Netzwerken bei Ausfillen oder Anderungen der Netzwerktopologie ist oft zeitaufwendig
und ineffizient. Dies fithrt zu hohen Latenzen, Unterbrechungen von Diensten und einer geringen
Austallsicherheit.

Das Projekt ,,SERA MUNDO* zielt darauf ab, innovative Losungen fiir eine schnelle und effiziente
Netzrekonfiguration in Multi-Domain-Netzen zu entwickeln. Dabei sollen insbesondere folgende Ziele
erreicht werden wie die Minimierung der Latenz durch Entwicklung von Algorithmen zur Reduzierung
der Rekonfigurationszeit und damit der Latenz fiir latenzkritische Anwendungen. Die Ausfallsicherheit
soll durch die Entwicklung von Mechanismen zur prizisen Prognose von Systemausfillen erhoht
werden, um eine maximale Verfiigbarkeit der Dienste zu gewdhrleisten. Auch die Verbesserung
der Skalierbarkeit durch Entwicklung von Losungen, die auch in groen und komplexen Multi-
Domain-Netzen effizient funktionieren, ist ein wichtiger Bestandteil. SchlieBlich soll die Unterstiitzung
von ausfallsicheren Diensten durch die Entwicklung von Losungen, die Service Level Agreements
beriicksichtigen, erreicht werden.

2 Voraussetzungen

Das Institut fiir Kommunikationsnetze und Rechnersysteme der Universitit Stuttgart (IKR) besitzt
langjédhrige Erfahrung auf dem Gebiet der Architektur von Kommunikationssystemen und -netzen sowie
deren Bewertung durch Methoden wie Modellierung, ereignisgesteuerte Simulation, Optimierung,
Analyse sowie die Realisierung in Hardware und Software in Form von Demonstratoren. Dazu stehen
die am Institut entwickelte IKR SimLib, ein eigenes Cluster von Rechenknoten fiir aufwendige
Simulations- und Optimierungsldufe sowie ein Labor fiir den Entwurf digitaler Systeme zur Verfiigung.
Das Institut hat an der Standardisierung von Internetprotokollen aktiv mitgewirkt und war und ist
an zahlreichen nationalen und internationalen Projekten beteiligt. Auf diese Erfahrungen konnte in
AI-NET aufgebaut werden.
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3 Planung und Ablauf

Fiir die Betrachtung der Fragestellungen wurden im ersten Schritt Topologien aus verschiedenen Quel-
len zusammengestellt und kategorisiert. AnschlieBend wurde ein Softwaremodul zur automatischen
Behanldung von Topologien und Verkehrsmatrizen, wie auch ihrer Visualisierung implementiert.

Der Umgang mit Multi-Domain Netzen ist eine hochkomplexe Aufgabe. Wir haben systematisch
eine Intent-gesteurte Architektur entworfen und weiterentwickelt, die auf dem Konzept der ,,Intent
Delegation® basiert. Als die Architektur finalisiert war, wurde ihre Funktionalitét durch eine Simulation
bestitigt. Danach konnte ein weiterer Schwerpunkt auf die Untersuchung von Moglichkeiten zur
Modellierung von inter-Domain-Verhalten unter diesem Rahmen gesetzt werden. Das Ergebnis war
ein ausgereiftes Bayes’sches Modell zur Abschitzung der Verfiigbarkeit von optischen Verbindungen.

Netzbetreiber stehen vor der Herausforderung, steigende Verkehrsnachfrage mit begrenzten Ressour-
cen zu bewiltigen und gleichzeitig profitabel zu bleiben. Durch die Betrachung von Service Level
Agreements und den damit verbundenen Entschiddigungszahlungen erreicht unsere Algorithmus eine
optimierte Netzkonfiguration. Simulationsstudien belegen die Wirksamkeit von unserem Algorithmus
Netzbetreiber bei der Erzielung nachhaltiger Gewinne zu unterstiitzen.

Quanten-Annealing wird eingesetzt, um komplexe Kommunikationsnetze zu optimieren, wobei die
Forschung darauf abzielt, durch Parameteranpassung und Machine Learning verbesserte Losungen
zu erzielen. Fiir agile Netze wurde ein Framework entwickelt, der Quantencomputing zur schnellen
Optimierung nutzt, wobei (Quadratic Unconstrained Binary Optimization) QUBO-Modelle auf Quan-
tum Annealern getestet wurden. Es wurde festgestellt, dass die Skalierung fiir reale Netze eine sehr
hohe Anzahl an Qubits erfordert. Neuronale Netze kdnnen als Meta-Analyse verwendet werden, um
die Qualitit der Losungen weiter zu verbessern.

4 Stand von Wissenschaft und Technik zu Projektbeginn
Die folgenden Punkte stellen die fiir das Vorhaben wesentlichen Entwicklungen und Fragestellung vor.

* Software-Defined Networking (SDN): SDN hat in den letzten Jahren viel Aufmerksamkeit
erhalten. Wihrend IP-Routing und -Protokolle in den letzten Jahrzehnten gute Dienste geleistet
haben, traten im Laufe der Zeit aufgrund der hochdynamischen Anforderungen moderner Netze
Einschrinkungen auf [1]. Das wesentliche Merkmal von SDN ist die Trennung von Control
Plane und Data Plane. Dies ermoglicht eine logisch zentralisierte Kontrolle des Netzes basierend
auf der globalen Kenntnis des Netzzustands. SDN bietet Flexibilitdt in einer dynamischen Um-
gebung mit sich dndernden Verkehrsanforderungen und eignet sich daher auch, wenn hiufige
Netzrekonfigurationen erforderlich sind. Fiir die Kommunikation zwischen dem SDN-Controller
und den Netzkomponenten ist ein standardisiertes Framework erforderlich. Fiir Paketrouter und
-switches ist OpenFlow [2] das am weitesten verbreitete Protokoll. Zusitzlich existiert das von
der Internet Engineering Task Force (IETF) standardisierte Protokoll NETCONF [3]. Zusam-
men mit der Datenmodellierungssprache YANG [4] erlaubt es die Konfiguration heterogener
Netzkomponenten, insbesondere auch optischer Gerdte. Damit wird die Verwendung von SDN
auch in Transportnetzen ermoglicht [5, 6]. SDN wird in der Zukunft einen gro3en Einfluss auf
die Netzokonomie [7] haben. Zusitzlich erleichtert es den Einsatz von Machine Learning (ML)
im Netzbetrieb [8, 9] und trigt so zu einer zunehmenden Netzautomation bei wie sie auch in der
Verbundbeschreibung dargelegt wird.
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* Intent-Based Networking (IBN): IBN erweitert SDN durch die Einfiihrung einer zusitzlichen
Abstraktionsebene. Diese ermdoglicht es Betreibern, mit dem Netz auf der Basis von Intents
oder Zielen zu interagieren, welche dann in detaillierte Komponentenkonfigurationen iibersetzt
werden [10]. IBN wurde entworfen, um den Automatisierungsgrad der Netze zu erhohen und
damit den Aufwand und das Fehlerpotential zu reduzieren [11]. Weiterhin erlaubt es Nutzern,
ohne detaillierte Kenntnisse Netzwerke mit natiirlicher Sprache zu bedienen [12]. Insgesamt
bietet IBN einen agilen simplifizierten Ansatz zur Konfiguration von Netzen mit dem Potenzial
Kosten zu reduzieren und die Robustheit zu erhohen.

* Quality of Service (QoS) und Netzautomatisierung: Moderne Netze erfordern den Einsatz
von Algorithmen, die auf die QoS Anforderungen abgestimmt sind. Mit dem Aufkommen von
Diensten mit strengen Latenzanforderungen [13] und 6G ist es von entscheidender Bedeutung,
dass sich optische Netze an solche Situationen anpassen und sie unterstiitzen. Dariiber hinaus
gehen solche Dienste, wie z.B. Fernoperationen und -autofahren, offenkundig Hand in Hand mit
der Forderung nach hervorragender Zuverlissigkeit [14]. Traditionell ist die Stabilitdt von Trans-
portnetzen durch eine statische Konfiguration des Netzes sichergestellt. Die Ausfallsicherheit
wird mit Ersatzressourcen, welche fiir Notfille reserviert sind, realisiert. Im Zusammenspiel mit
der Entwicklung der Verkehrsdynamik ist der alleinige Einsatz dieser Manahmen wirtschaftlich
fragwiirdig, da ein reiner Ressourcenausbau zum Abfangen steigender Kapazititsschwankungen
ein UbermalB an Ersatzressourcen erfordert. Dies ist insbesondere fiir kiinftige Netze kritisch,
da aufgrund der steigenden Flexibilitit der Netze die Anforderungen an die Ausfallsicherheit
nicht mehr durch statische Ersatzkapazititen wirtschaftlich erfiillt werden konnen. Wihrend fiir
bestehende Steuerungsarchitekturen wie Automatically Switched Optical Network (ASON) oder
Generalized Multi-Protocol Label Switching (GMPLS) [15] bereits eine grofe Zahl an aktiven
und reaktiven steuerungsunterstiitzten Fehlerbehandlungsmechanismen erforscht wurden [16—
18], sind im Bereich der SDN-Architekturen noch viele Fragen hinsichtlich Ausfallsicherheit
offen [19]. Die Absicherung der logisch zentralen Kontrollinstanz und wo wie viele physikalische
Steuerungseinheiten benotigt werden, ist Gegenstand aktueller Forschung [20-22]. Auch erste
holistische Architekturvorschlége fiir ausfallsicheres ,,carrier-grade* SDN existieren [5].

* Dezentrale Steuerung von Multi-Domain-Netzen: Kommunikationsnetze setzen sich hédufig
aus mehreren separaten Domains zusammen. Die Trennung innerhalb dieser Multi-Domain-
Netze kann durch technologische oder organisatorische Unterschiede entstehen. So kann bei-
spielsweise die Verwendung von optischen Transpondern unterschiedlicher Hersteller eine
Aufteilung erfordern. Auch die Zugehorigkeit zu verschiedenen Organisationen oder Unterneh-
mensabteilungen kann zu einer Separierung fiithren. Zusitzlich konnen verschiedenen Hierar-
chiestufen, wie Kern- und Metronetz, als Domains aufgefasst werden. Fragestellungen zum
Betrieb und zur Verkehrslenkung in Multi-Domain-Netzen sind insbesondere im Bereich SDN
von groBem Interesse, da die zentralisierte Sicht und zunehmende Automation helfen, solche
Trennungen aufzulosen [23]. Erste Architekturen zur Orchestrierung mehrerer Domains wurden
in [24-26] vorgestellt. Die zunehmende Standardisierung von optischen Netzelementen erlaubt
Verbindungen iiber Domaingrenzen hinweg [27]. Diese Entwicklung ermoglicht auch eine tiefe-
re Integration von Kern- und Metronetzen [28, 29]. So vorteilhaft zentralisierte Ansétze auch
sein konnen, muss die Koordination oft iiber verschiedene Bereiche hinweg erfolgen, z.B. bei
autonomen Systemen. In diesen Féllen miissen sich alle Parteien auf gemeinsame Bedingungen
einigen, wihrend sie gleichzeitig versuchen, nur die minimal notwendige Menge an sensiblen
Informationen zu teilen. Da das globale Internet in seinem Kern dezentralisiert ist, muss beim
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Entwurf einer Architektur zur Steuerung diese Eigenschaft beriicksichtigt werden. IBN stellt
eine hilfreiche Abstraktionsebene iiber der derzeitigen Infrastruktur dar [30, 31].

5 Zusammenarbeit mit anderen Stellen

Zur Koordination der Arbeiten und Prisentation der Ergebnisse der jeweiligen Projektpartner fanden
im Rahmen des gesamten AINET- bzw. AINET-ANTILLAS-Projektes mehrere Treffen sowohl physi-
kalisch als auch online statt. Das IKR leitete das Arbeitspaket 1 des deutschen AI-NET-ANTILLAS
Clusters

2021

* Es wurde ein Projekttreffen mit den Partnern des Arbeitspakets 1 in Form eines Workshops an
der Universitit Stuttgart durchgefiihrt.

2022

* Es wurden im zwei-wochentlichen Zyklus virtuelle Meetings mit den Projektpartnern durchge-
fiihrt. Dabei wurden Projektergebnisse diskutiert, Ideen ausgetauscht und Workshops abgehalten.

* Das IKR prisentierte den Stand des deutschen AI-NET-ANTILLAS Arbeitspakets 1 beim
AI-NET Mid-Term-Review in Berlin und auf der AI-NET-ANTILLAS Tagung in Stockholm

* Das IKR prisentierte den Projektstand und koordinierte die weitere Meilenstein- und Deliverable-
Planung bei einem Workshop an der Technischen Universitdat Miinchen.

* Das IKR veranstaltete eine zweitdgige Tagung mit externen Experten aus dem Bereich des
Quanten Computing um das weitere Vorgehen hinsichtlich der Quanten-basierten Netzsteuerung
abzustimmen.

2023
* Die virtuellen Meetings im zwei-wochentlichen Zyklus gehen weiter.

* Das IKR organisierte ein Hybridkolloquium, bei dem die Arbeiten der IKR-Studenten einem
Auditorium vorgestellt wurden, zu dem auch die Projektpartner eingeladen waren.

* Das IKR hat am Statusmeeting in Kaiserslautern fiir die Vorbereitung des AI-NET Mid-Term-
Reviews teilgenommen.

* Das IKR hat am AI-NET Mid-Term-Review in Paris teilgenommen und Projektergebnisse
eingebracht und présentiert (u.a. den Stand des deutschen AI-NET-ANTILLAS Arbeitspakets 1).

* Das IKR hat am ANTILLAS-Statusmeeting in Helsinki teilgenommen (u.a. Vortrag zur Quantum
Computing-basierten Netzsteuerung).

* Das IKR hat an der 6G Conferenz in Berlin teilgenommen und ein Poster mit dem Namen
,Network Control with Quantum Computing* vorgestellt.

* Das IKR war in engen Gespridchen mit dem Partner LKN (Lehrstuhl fiir Kommunikationsnetze)
der TUM (Technischen Universitit Miinchen) zu Mobilitétsszenarien fiir ein deutsches Bahnnetz
in Kombination mit der Konfiguierung des IP-Optik-Netzes. Die Partnerschaft fiihrte zu einer
gemeinsamen Masterarbeit mit Betreuern aus beiden Instituten.
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* Das IKR stand in enger Diskussion mit dem finnischen Partner VTT zu Sicherheitsfragen des
Intent-Based Networkings (IBN). Die Partnerschaft fiihrte zu einer Konferenzveroffentlichung
auf der CSCN (Conference on Standards for Communications and Networking) in Miinchen.

2024
* Die virtuellen Meetings im zwei-wochentlichen Zyklus gehen weiter.

* Das IKR hat am Final-Review in Stuttgart teilgenommen und einen Demonstrator mit Namen
,»A Dashboard for Operating Intent-driven Networks* prisentiert.

* Das IKR hat an der 6G Konferenz teilgenommen.

6 Aufzihlung der wichtigsten wissenschaftlich-technischen Ergebnisse

Die wesentlichen innerhalb des Projektes erzielten Erfolge aus Sicht des Zuwendungsempfingers sind
die Folgenden.

* Konzeption, Implementierung und Bewertung einer Intent Architektur, die einen dezentralisierten
Multi-Domain Betrieb unterstiitzt

* Entwicklung eines statistischen Modells zur Abschitzung der Verfiigbarkeit optischer Verbin-
dungen

* [LP-basierte Ressourcenoptimierung durch Quantum Annealing fiir optische Weitverkehrskom-
munikationsnetze

* Beschleunigung der Netzkonfiguration mittels Quantencomputing

* Entdeckung des Einflusses von Reinforcement Learning-Formulierungen auf die Losung des
RSA (Routing and Spectrum Assignment) Problems

* Untersuchung intelligenter Algorithmen fiir die kompensationsorientierte Bereitstellung von
Verbindungen in Transportnetzen

Fiir eine detaillierte Darstellung der wissenschaftlich-technischen Ergebnisse wird auf den beigefiigten
Technical Annex verwiesen.

7 Nutzen und Verwertbarkeit der Ergebnisse und Erfahrungen

Die entwickelten Verfahren und Programmmodule zur Simulation und Evaluation des Netzbetriebs las-
sen sich direkt in weiteren Projekten einsetzen und problemspezifische Mechanismen und Algorithmen
wie jene zur Ressourcensteuerung konnen in Folgeprojekten mit dhnlichem Fokus weiterverwendet und
weiterentwickelt werden. Damit wurde eine solide Grundlage fiir kiinftige Forschungskooperationen
sowie fiir mogliche Anschlussprojekte geschaffen. Dariiber hinaus werden die gewonnenen Erkennt-
nisse in ihren jeweiligen wissenschaftlichen Grundaussagen die Grundlage fiir Promotionsarbeiten
bilden und dadurch zur Qualifikation des wissenschaftlichen Nachwuchses beitragen.
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8 Veroffentlichungen und Abschlussarbeiten

Im Rahmen des Projekts sind folgende Veroffentlichungen entstanden.

Enderle, T.; Kirstadter, A.: Reducing Network Operators’ Expenses by Adjusting the MTTR.
Proceedings of the 31th International Telecommunication Networks and Applications Conference
(ITNAC), Sydney, November 2021, pp. 1-6

Christou, F.: Decentralized Intent-driven Coordination of Multi-Domain IP-Optical Networks.
Proceedings of the 18th International Conference on Network and Service Management (CNSM
2022), October 2022, pp. 1-5

Christou, F.; Enderle, T.; Witt, A.: Towards a Hybrid Architecture by Introducing Coherent
Pluggable Transceivers in IP-Optical Core Networks with Optical Cross-Connects. Proceedings
of the 23rd ITG-Symposium in Photonic Networks 2022, Berlin, May 2022, pp. 14-21

Enderle, T.: Protected Connection Provisioning with Low Availability Overfulfillment in Meshed
Core Networks. Proceedings of the 23rd ITG-Symposium in Photonic Networks 2022, Berlin,
May 2022, pp. 6-13

Witt, A.; Korber, C.; Kirstddter, A.; Luu, T.: Application of Quantum Annealer as ILP-solver
for the Optimization of Resource Allocation in IP-optical Long-haul Networks. 11th NIC
Symposium, Jiilich, September 2022

Ahmad, I.; Malinen, J.; Christou, F.; Porambage, P.; Kirstddter, A.; Suomalainen, J.: Security in
Intent-Based Networking: Challenges and Solutions. Proceedings of the Conference on Standards
for Communications and Networking (CSCN 2023), Miinchen, November 2023, pp. 1-6

Christou, F.: Availability Estimation of Optical Network Links Using Multilevel Bayesian
Modeling. Proceedings of the 27th International Conference on Optical Network Design and
Modeling (ONDM), Coimbra, May 2023, pp. 51-56

Christou, F.; Kirstadter, A.: Grooming Connectivity Intents in IP-Optical Networks Using
Directed Acyclic Graphs. Proceedings of the 24rd ITG-Symposium in Photonic Networks 2023,
Leipzig, May 2023, pp. 1-4

Christou, F.: MINDFul.jl: A Framework for Intent-driven Multi-Domain Network coordination.
Presented in JuliaCon 2023, Cambridge MIT, July 2023,
https://unistuttgart-ikr.github.io/MINDFul.jl/dev/techpaper/

Christou, F.; Kirstadter, A.: Using Intent Directed Acyclic Graphs in Multi-Domain IP-Optical
Networks. Proceedings of the 33rd International Telecommunication Networks and Applications
Conference (ITNAC 2023), Melbourne, November 2023, pp. 1-4

Witt A., Korber C., Kirstiddter A. and Luu T.: Tactile Network Resource Allocation Enabled by
Quantum Annealing Based on ILP Modeling, 2023 IEEE International Conference on Quantum
Computing and Engineering (QCE), Bellevue, WA, USA, 2023, pp. 670-680

Witt A., Korber C., Kirstiddter A. and Luu T.: Network Control with Quantum Computing, Berlin
6G Conference (26.-29. Juni 2023), Poster
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Witt A.; Kim J.; Korber C.; Luu T.: ILP-based Resource Optimization Realized by Quantum
Annealing for Optical Wide-area Communication Networks—A Framework for Solving Com-

binatorial Problems of a Real-world Application by Quantum Annealing, 2024 Frontiers in
Computer Science, Vol. 6-2024, June 2024, pp. 1-14

Christou, F.: Availability Estimation of Optical Network Links Using a Bayesian model. Journal
of Optical Communications and Networking (JOCN), 2024, pp. B1-B15

Witt, A.: Queue-aware Network Control Algorithm with a High Quantum Computing Readiness
- Evaluated in Discrete-time Flow Simulator for Fat-Pipe Networks. Proceedings of the IEEE
25th International Conference on High Performance Switching and Routing (HPSR), Pisa, July
2024, pp. 130-136

Christou F.; Hornek N.; Kirstadter A.: The Impact of Reinforcement Learning Formulations
on Solving the Routing and Spectrum Assignment Problem. Proceedings of the International
Conference of Communicaitons (ICC) 2025 (accepted)

Im Rahmen des Projekts sind folgende studentische Abschlussarbeiten entstanden.

Bachelorarbeit ,,Jmplementierung eines Partikel Schwarm Quanten-Algorithmus zur Optimie-
rung von Transportnetzen* 2021

Bachelorarbeit ,,Network Simulator for Decentralized Railway Control* 2021
Bachelorarbeit ,,Implementation of a Link-State Routing Protocol*“ 2021
Bachelorarbeit ,, Traffic Modelling of Multimedia Streaming Services* 2022

[3

Bachelorarbeit ,,Building a Julia App for Visualizing Multi-Domain Intent-Driven Operation’
2023

Forschnungsarbeit ,,Employing GNPy for planning Meshed Metro Optical Networks* 2023

Forschnungsarbeit ,,Designing and Implementing a GNPy Wrapper for Increased Programmabi-
lity* 2024

Masterarbeit ,,Design and Implementation of a FlexGrid Simulative Environment and Evaluation
with a Routing and Spectrum Assignment Algorithm* 2021

Masterarbeit ,,Combinative Path Routing through Network Problem Subdivision* 2021

Masterarbeit ,,Implementation and Evaluation of a SDN-controlled Network Emulation with
Containerized Network Elements 2022

Masterarbeit ,,Network Pathfinding with Reinforcement Learning* 2023

Masterarbeit (mit Technische Universitdat Miinchen) ,,Dimensioning a German Train [P-Optical
Network with Integer Linear Programming* 2023

Masterarbeit ,, Traffic Prediction on Backbone Networks Using Gaussian Processes* 2024

Masterarbeit ,,Network Traffic Prediction with Machine Learning using Gaussian Processes
2024

Universitat Stuttgart — Institut fir Kommunikationsnetze und Rechnersysteme Seite 8
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Im Rahmen des Projekts ist die folgende PhD Thesis Dissertation entstanden.

* Enderle, T.: Compensation-Aware Connection Provisioning in Transport Networks. PhD Thesis
Dissertation, Universitit Stuttgart, Informatik, Elektrotechnik und Informationstechnik, 2024.

Im Rahmen des Projekts sind funf unterschiedlieche HiWis (wissenschaftliche Hilfskraft) einge-
stellt. IThre Aufgaben reichten von der Forschungsunterstiitzung bis zur Softwareentwicklung und
Datenvisualisierung.

9 Fortschritt auf dem Gebiet bei anderen Stellen

Es gab mehrere externe Studien, die mit den Bemiihungen im Rahmen des Projekts in Verbindung
standen. Die Auswirkungen waren jedoch nie destruktiv, sondern eher komplementér und hilfreich fiir
unsere Ergebnisse. Die wichtigste davon befinden sich hier.

In [32] werden unterschiedliche Netzarchitekturen mit wahlweise ZR/ZR+ Transceivern und/oder
high-end Muxpondern mit Hilfe der Methode des Integer Linear Programming analysiert. Die in
diesem Veroffentlichung vorgestellte Architektur und die Popularitéit von ,,pluggables* Transceivern
haben dazu beigetragen, die Netzwerkarchitektur fiir das Projekt frithzeitig zu kristallisieren.

In [33] wird ein Ansatz zur Optimierung von Energienetzen vorgestellt, der das Verfahren des Quantum
Annealings verwendet. Dies inspirierte die IKR-Mitarbeiter zu der Frage, wie sich die gleiche Methodik
in Kommunikationsnetzen auswirkt.

Die Autoren in [34] demonstrierten eine Cloud-basierte Losung, die OpenROADM-basierte contai-
nerisierte optische Netzelemente einsetzt. Mit dieser Arbeit wurde das umgesetzt, was das IKR
generell erreichen wollte, ndmlich eine SDN-Testumgebung mit optischer Emulation zu schaffen.
Wir haben gelernt, dass die Feinheiten der Emulation sehr komplex und vor allem nicht hilfreich fiir
die Evaluierung unserer Methoden sind. Daher beschlossen wir, uns von nun an auf die simulative
Evaluierung zu konzentrieren.

SchlieBlich gab es viele Veroffentlichungen wie [35] und [36], die sich auf Intent-Based Networking
beziehen, aufgrund des grolen Interesses an diesem Thema. Alle gefundenen Arbeiten waren hilfreich
und stehen nicht in Konflikt zu unsere Arbeit.

10 Referenzen
[1] D. Kreutz u. a. ,,Software-Defined Networking: A Comprehensive Survey*. In: Proceedings of the IEEE 103.1
(2015), S. 14-76.
[2] B. Heller. OpenFlow Switch Specification. Techn. Ber. Open Network Foundation, 2009.
[3] R. Enns u.a. Network Configuration Protocol (NETCONF). RFC 6241. IETF, Juni 2011.

[4] M. Bjorklund. YANG - a Data Modeling Language for the Network Configuration Protocol (NETCONF). RFC
6020. IETF, Okt. 2010.

[5] M. Thottan u. a. ,,The Network OS: Carrier-grade SDN Control of Multi-Domain, Multi-Layer Networks®. In: Bell
Labs Technical Journal 24 (2019), S. 1-26.

[6] S.H.Hajiu.a.,,Comparison of Software Defined Networking with Traditional Networking®. In: Asian Journal
of Research in Computer Science (Mai 2021), S. 1-18. DOI: 10.9734/ajrcos/2021/v9i230216. (Besucht am
16.07.2024).

[7] M. Karakus und A. Durresi. ,,Economic Viability of Software Defined Networking (SDN)*“. In: Computer Networks
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1 Architecture and Methodology

— Task T1.1.1 der Vorhabensbeschreibung

1.1 A Hybrid Architecture with Coherent Pluggable Transceivers

We have investigated the architectural design for telecommunication core networks, considering
the recent advancements in coherent pluggable transceivers (CPTs) and traditional coherent elastic
transponders (CETs). In [1], we explored a hybrid approach, combining CPTs for cost-effectiveness
and CETs for high performance to balance trade-offs between cost and network efficiency. On top
of that, we examined the influence of a hop-by-hop (HbH) architecture by reducing the number of
optical cross-connects (OXCs) in the network to quantify the potential benefits. We developed an
integer linear program (ILP) to dimension network resources for realistic topologies, comparing HbH,
multilayer, and hybrid architectures. These network alternatives are shown in Figure 1.1.

2%?dé 9

Figure 1.1: The (a) Multilayer, (b) HbH, and (c) Hybrid architectures

Figure 1.2 shows as an example the resulting configuration for a specific problem instance for a German
topology. The optimal configuration for the specific instance used 39 % CETs and 61 % CPTs.

Other results can be seen in Figure 1.3. The router ports are the network metric used in this plot,
but similar things hold for other metrics studied, like power consumption, latency, and Capital
Expenditure (CapEx) cost. The network metrics are rather bad when on 0 % OXCs and exponentially
improve as we increase the OXC participation. However, the improvement rate decreases as the OXC
percentage grows, and the metric converges to a particular number with negligible differences between
the other high OXC values. We call it the sufficient convergence point where the knee of the curve is,
and more OXCs will hardly make a difference.
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German topology use case
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Figure 1.2: Optimal dimensioning of a German topology

Ports used (normalized)

x 100 ; - 7
g o s I
g 60* . i [ ] °
n 40 .
g 201 ! ! i ! ! i I I ———
\I\ngo\oc , Qo\o() ,b(go\o(/ ,600\00 ’%00\0\’000\0@\*66 ,6‘0\66 066(6
O oh oF of i o R

Figure 1.3: Impact of OXC participation in network metrics and influence of CET (Transponders),
CPT (Pluggables) or mixed configurations

Our findings reveal that a hybrid solution, utilizing both CPTs and CETs, offers the best balance of
cost and performance, particularly in large-distance networks. Comparing the US topology results
with the German topology results, we find that the optimum configuration is diverse. More importantly,
having mixed transmission modules has bigger effects in long-distance networks, while in highly
interconnected topologies, fewer OXCs are needed to reach the sufficient convergence point. The study
highlights the importance of tailoring the network architecture to specific topology characteristics. We
find that overly increasing the OXC coverage might saturate the network metrics, where no further
win will be possible, indicating that excessive OXC deployment does not always yield significant
improvements. Our ILP model provides a valuable tool for network operators to evaluate and optimize
their infrastructure, considering both technological advancements and economic factors.
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1.2 Developing an efficient intent-driven architecture

A major part of the research has been to investigate an efficient intent-driven architecture to handle
single and multi-domain networks. Intent-based networking (IBN) is a fast-developing field that is
strongly based on the concept of software-defined networking (SDN). SDN decouples the control
plane from the data plane and gathers the network knowledge in a single controller. Network operators
can develop their algorithms and policies inside the SDN controller. IBN adds a systematic way of
managing the control plane using intents as the building block. A network intent is nothing more than
the desire of an entity to act upon the network. It is the successor of what is known as a policy. In
comparison to the imperative nature of a policy, intents should theoretically be strictly declarative.
This means that the network intents should only express WHAT to do and not HOW to do it. On the
one hand, this provides a very simplistic interface for the network user, but on the other hand, a rather
challenging implementation for the network’s inner workings.

\connectA with F with 150G

Intent Language

Engine
Intent Delivery 1IIBN-NBI: North Bound Interface
ieg .
SCIEINFEMEYCICM [ntent Compiling
T dep/oyA-C-D-FlISDN-NBI: North Bound Interface
Intent;‘Monltorlng S\l [ntent Installation
|ISDN-SBI: South Bound Interface
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Figure 1.4: IBN over SDN architecture

Figure 1.4 provides a higher level view of the role of IBN as considered in IKR. Firstly, an intent is given
to the system using intent language to connect node A to node F with 150 Gbps. The Intent Language
Engine communicates that to the IBN Framework using the IBN north-bound interface (NBI) (Intent
Delivery). The IBN framework processes an implementation of the intent (Intent Compiling) and
forwards the implementation to the SDN for deployment to the responsible devices (Intent Installation).
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In this case, only nodes A, C, D, and F will be contacted in order to deploy an end-to-end routing
path. The IBN framework needs to ensure that the intent requirements are satisfied while installed
(Intent Monitoring). If new intents come into the IBN framework, there might be a chance that the new
intent compilations collide with an older one, and the same resources are needed. In this case, intent
recompilation needs to take place to solve this issue.

We proposed a decentralized architecture [2] for managing multi-domain IP-optical networks using
IBN and directed acyclic graphs (DAGs) [3]. It addresses the need for simplified and automated
network operation across different administrative domains. The key idea is to utilize a standardized
Northbound Interface (NBI) to enable intent provisioning and coordination in a hierarchical manner.

The architecture employs an intent DAG structure, where user-defined intents are broken down
into system-generated sub-intents, allowing for automatic intent delegation between domains. This
approach ensures confidentiality, accountability, and scalability. Figure 1.5 showcases how a user
intent could be broken down into simpler intents until the leaves are reached, which are called low-level
intents and are device-level intents that demand no further compiling. We see that intent nodes might
have multiple parents. The most popular use case for multiple intent parents is the grooming of many
optical connection requests in a single lightpath.

user intent #1 user intent #9

© 1 .

S v .4 v .4
S|E___ ¥ v LA ] L4 2

% 8 [ intent#s || inte:t#5 | | inte;t#? | |inter:#11 |
- | intent#6 | | intent#8 | | intent#12 |

v

Figure 1.5: Intent DAG example

Every intent on the DAG has a state governed by a state machine. The intent state machine describes
the intent’s status and all possible transitions. Figure 1.6 shows that an intent must first be compiled to
get installed. Compiling and Installing are intermediate states that signify dependence on the child’s
intents in the intent tree. Compiling indicates that some intent compilation takes place, and Installing
that the intent is already fully compiled but still not up and running on every device that it should.
The compilation or installation will fail if resources are unavailable or the intent requirements are not
satisfied.

We introduced a hierarchical intent schema, a state machine for intent lifecycle management, and a
mechanism for automatic intent delegation using a special “Remote Intent”. Figure 1.7 demonstrates
this. We scale from single-domain IBN to multi-user multi-domain (MD) IBN by extending the
intent tree to span several domains. We define a special Remote Intent, which delegates an intent to
another domain by binding the local intent to a new replica on the remote domain with a parent-child
relationship. The state update properties still hold between the remotely bound intents because of the
parent-child relationship.

A software tool was built to evaluate our architecture and run simulations. MINDFul.jl, a Framework
for Intent-driven Multi-Domain Network coordination, [4] is an open-source Julia framework that
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Figure 1.6: Intent state machine
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Figure 1.7: Intent delegation between networking domains

we designed to accelerate research in intent-driven, multi-domain network coordination, specifically
for IP-optical networks. Recognizing the growing importance of Intent-Based Networking (IBN) in
decentralized environments, this library addresses the lack of tools for exploring and implementing IBN
paradigms. MINDFul jl provides a stateful representation of common IP-optical network equipment
and an API to facilitate event-based simulations. This library has been used extensively throughout the
project and is expected to be used in future projects.

We presented a novel architecture applied in multi-domain IP-optical networks, leveraging IBN
and DAGs. We addressed the challenge of efficient, non-centralized coordination between distinct
networking domains, which is crucial for the global Internet. Finally, we contributed to the advance-
ment of multi-domain networking by providing a flexible and efficient architecture that promotes
interoperability, accountability, and confidentiality.
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1.2.1 Security in Intent-Based Networking: Challenges and Solutions

We examined the security implications of IBN, a paradigm aimed at automating network management.
While IBN promises improved efficiency and resilience through Machine Learning (ML)-driven
automation, it also introduces new security challenges. In [5], we analyzed both the security benefits
and risks associated with IBN, focusing on its enabling concepts and technologies.

IBN’s centralized control and automated security configurations offer advantages like reduced policy
conflicts and faster threat response. However, IBN inherits vulnerabilities from SDN, such as suscep-
tibility to Denial of Service (DoS) attacks and centralized control plane breaches. Furthermore, the
integration of ML introduces new threats, including data poisoning and inference attacks, which can
compromise the integrity of Al-driven network management.

Endogenous threat

Brief description

Potential solution

Miss-configuration due to
wrong intent reading

Al-assisted interpretation of
intents can give inconsistent
and fault results

Confirm validity with rigorous
iterative procedures or a strict
and deterministic intent lan-

guage

Underskilled personnel

IBN ease-of-use might lead to
the employment of undered-
ucated personnel, which can
fail to solve problems in cor-
ner cases

Provide education of employ-
ees and a simplified and hu-
man friendly recording of in-
tents

Too coarse-grained control

Decisions, made at a higher
level of abstraction, are more
keen on overlooking impor-
tant details and potential risks

Interface support for low-level
intents or intent constraints

Deadlock between intents

In case of multiple intents, one
intent might allocate the re-
sources needed by another and
vice versa

Serial processing of the in-
tents

Erratic state

Signal latency due to the ex-
tra abstraction layer leads to
slower convergence and incon-
sistent states

Opt for fast implementations
and robust algorithms

Dynamicity induced vulnera-
bility

Highly dynamic changes in
the network may require quick
loop-back to intent resolution,
resulting in never-ending cir-
cles

Al-based predictive analysis

Table 1.1: Endogenous IBN threats.

We split the IBN threats into exogenous and endogenous. Regarding the exogenous threats, we
underline that it is critical to identify the inherited dangers but essential to decouple from them. For
example, since IBN is well dependent on SDN technology, it is evident that all security risks are also
inherited. Should the IBN framework and the SDN controller be collocated into the same logical
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entity with a monolithic implementation, then all issues must be dealt jointly. However, suppose a
more modular architecture is deployed, where the IBN framework is positioned on top of the SDN
controller, like in Figure 1.4. In that case, clear boundaries will enable a more productive settlement
where different teams can focus on their field of work. As a result, developing an intent-driven solution
should not invoke direct concerns regarding the security of the SDN controller since the two are
decoupled. Furthermore, we highlighted the endogenous IBN threats, i.e., the types of threats specific
to intent-driven operations. Some of them are mentioned in Table 1.1.

We underlined the importance of security in multi-domain IBN and the need for standardized interfaces.
We highlight ongoing standardization efforts by organizations like Internet Engineering Task Force
(IETF) and European Telecommunications Standards Institute (ETSI), emphasizing the necessity for
further research to address security gaps. Finally, we conclude that while IBN is crucial for future
networks like 6G, its widespread adoption requires addressing the identified security challenges to
ensure trust and reliability.

2 Resource Allocation

— Task T1.2.1 der Vorhabensbeschreibung

Previously, we reported an intent-driven efficient single and multi-domain architecture operating with
intent DAGs and intent delegation. Moreover, we identified networks using mixed types of transmission
modules (CETs, CPTs) and partial OXC coverage as the most efficient. With this architectural progress
in mind, we move on to controlling the network and developing reconfiguration algorithms for efficient
operation.

2.1 Enabling optical bypass using intent DAGs in MD IP-Optical Networks

Previously, we introduced a novel architecture for intent compilation in IBN that supports IP-optical
traffic grooming. Intent DAGs enable the reuse of network resources across multiple intents, facilitating
efficient grooming and improving resource utilization. We do so by defining some intent constraints.
An intent constraint is a condition that needs to be respected on top of the general intent nature so that
the intent is satisfied.

Namely, in [6], we introduced two intent constraints:
* An OpticalTerminateConstraint (OTC)
* An OpticallnitiateConstraint (OIC).

An OTC signifies that the connectivity intent does not terminate in the electrical layer in a router but
rather on the optical layer in an OXC. An OIC, on the contrary, signifies that the connectivity intent
starts on the optical layer in an OXC. OTCs and OICs are complementary and used sequentially. When
an intent terminates in the optical layer, another intent will pick the signal up by starting in the optical
layer. A lightpath intent can have four combinations, as shown in Table 2.1.

An ending or a lightpath segment needs further details to determine the properties of an already
deployed starting or lightpath segment. These lightpath requirements should contain the necessary
information to transfer a lightpath to a new entity, such as the spectrum slots, the data rate, or the optical
reach. For example, Figure 2.1 shows how these intent constraints could be used together with intent
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Table 2.1: Lightpath intents with different constraints
Lightpath intent type | starts ends

Full electrical | electrical
Starting (OTC) electrical | optical
Ending (OIC) optical | electrical

Segment (OTC, OIC) optical optical

DAG:s to allow optical bypass in domain border nodes. The connectivity intents recursively break into
lower-level intents, forming a DAG with different types of intents involved. Depending on the intent
compilation strategy, different (blue) low-level intents will be generated as leaf nodes responsible for
the network’s hardware resource allocation. The purple text inside the intent box signifies the constraint.
The OIC constraint is used during intent delegation to secure spectrum continuity in combination with
the OTC constraint, which is handled in the domain internally. As a result, the end-to-end connection
is composed of a starting and an ending lightpath. Across the optical circuit, the spectrum slots 5:9 are
used in the fiber links, as noted from the NodeSpectrumlintents. The purple rings in the graph denote
activity in the electrical layer, which is missing for the border nodes E and F, entailing the absence of
optical-electrical-optical (O-E-O) conversion.
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— — ‘ -
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Figure 2.1: Example of intent delegation for cross-domain lightpath deployment using intent con-
straints.

Using MINDFul.jl, we conducted an evaluation, demonstrating the effectiveness of our architecture in
a realistic scenario. We compared a scenario where intent DAGs are used individually per domain, i.e.,
without inter-domain lightpaths, against our implementation where intent DAGs expand across domains
with intent delegation and the appropriate constraints to allow optical bypass in the border nodes and
also grooming of the cross-domain lightpaths. Figure 2.2 shows the routed (i.e., non-blocked) traffic
ratio for the two scenarios as an empirical probability distribution over all seeded simulations using
kernel density estimation (KDE). We see that multi-domain intent DAGs withstand, on average, almost
2.6 times more traffic.

By utilizing intent constraints, we enable seamless transfer of responsibilities between domains,
allowing for optically transparent domain boundaries and cross-domain grooming. This approach
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Figure 2.2: Ratio between cross-domain optical grooming with intent DAGs and without (O-E-O)

facilitates optical bypass at domain borders, eliminating the need for O-E-O conversion and improving
network efficiency. The simulations show that our approach significantly increases the routed traffic
compared to domain-individual configurations, highlighting the benefits of cross-domain lightpaths
and optical bypass.

2.2 Using Reinforcement Learning for Solving the Routing and Spectrum Assignment Problem

During the last few years, several efforts have been made to solve the routing and spectrum assignment
(RSA) problem using reinforcement learning (RL). Our study’s [7] primary objective was to investigate
how different partially observable Markov decision process (POMDP) formulations influence the ability
of RL agents to solve the RSA problem efficiently across diverse network topologies (see Figure 2.3)
and traffic demand patterns. The RL performance was benchmarked against traditional baselines,
including k-shortest path first-fit (KSPFF), ILP, and random policy allocation. Additionally, our
study identified the characteristics of effective POMDP formulations. We introduced twelve distinct
POMDP formulations to achieve these goals, each varying in observation space, action space, and
reward structure. Observations included spectrum availability, demand requirements, and topology
features—actions involved selecting paths and spectrum slots or blocks based on the current state.
Rewards were defined using metrics such as allocation success, demand size, hop count, fragmentation,
and latency. Our study employed simulations across multiple network topologies from the Internet
Topology Zoo dataset, including ring, mesh, and hybrid structures. Three traffic demand patterns were
simulated: constant Erlang, oscillating, and mouse-elephant patterns (disproportionate high-demand
traffic). RL agents were trained using proximal policy optimization (PPO), with hyperparameter
optimization, to ensure performance consistency.

Tinet (8,9) ® Netrail (6,8) A Epoch (6,7) * Gambia (7,7) W Gblnet (8,7) Getnet (6,7) @

Layer42 (6,7) Napnet (6,7) * Sanren (7,7) Hibernialreland (6,6) x Ilan (6,6) ®

Telecomserbia (6,6) * Basnet (6, 5) Heanet (4,4) Mren (5,4)

P %ﬁy

[

Nordul989 (5,4) A

Figure 2.3: Topologies with (

E|), where |V | the number of nodes and |E| the number of edges.

Our study used several baselines for comparison. The KSPFF heuristic selects the shortest path
and first available spectrum slot, serving as a widely used benchmark. The ILP baseline provided
the theoretical optimal solution, albeit computationally expensive and infeasible for more extensive
networks. The random policy baseline represented untrained RL agents and highlighted the importance
of action masking and observation design. The results demonstrated that POMDP formulations with
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fewer possible actions and more concise observations consistently outperformed those with larger
observation spaces or action sets—the reduced dimensionality helped mitigate inefficient sampling. It
prevented agents from being trapped in local extrema.

Formulations incorporating next-state predictions showed promise in addressing common pitfalls.
RL agents trained on constant Erlang traffic generalized well across oscillating and mouse-elephant
patterns, with only minor performance degradation in high-demand scenarios. Networks with low
node degrees (simpler topologies) were simpler for RL agents to solve, while ring topologies posed
challenges due to their limited connectivity and higher blocking rates. Edge betweenness centrality
positively correlated with RL performance, indicating that diverse and well-connected topologies
simplified decision-making. RL agents matched or slightly outperformed KSPFF in most cases, but
the relative improvement was modest, with an average relative win of less than 1 % (see Figure 2.4),
highlighting the difficulty of surpassing well-established heuristics. The metric plotted is the relative
win (RW) of the RL score over the KSPFF:

RWRL (Scorery, — SCOreKsprF)
KSPFF =

SCOI€KSPFF

To measure the score, we count the number of demands served before blocking.

For constanterlang demands and r,,,,, reward

POMDP,, — - +1%
POMDP,, -
POMDP,,
POMDP,
POMDP,
POMDP, -
POMDP, -
POMDP, -
POMDP, 4 | L
POMDP,
POMDP,
POMDP,

-11%

KSPFF

RL

-22%

RW

-33%

-44%

Figure 2.4: Impact of the topologies on the POMDPs. The magenta stairs-plot lines are drawn per
POMDP and evenly scale the heatmap row values from minimum on the bottom to maxi-
mum on the top, such that slight differences along a row are easier to spot.

The ILP baseline provided insights into the theoretical maximum performance. However,its compu-
tational infeasibility underscored the practicality of RL approaches. Figure 2.5 shows the deviation
of the random, KSPFF, and RL scores relative to the ILP scores, using Gaussian kernel estimators to
draw their distributions. Random policies occasionally approached optimal solutions when paired with
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Figure 2.5: Scores of random, KSPFF, and RL related to ILP across all topologies, rewards, and
demand patterns. Similar for all POMDPs.

sophisticated action masking functions, emphasizing the importance of well-designed observation and
action spaces.

Our study concluded that RL can be a viable alternative to traditional methods for solving the RSA
problem, particularly when using carefully formulated POMDPs. Smaller observation spaces and
reduced action sets improved RL agent efficiency and scalability. Reward signals, while varied, did
not significantly impact performance, indicating robustness across multiple configurations. RL agents
generalized well across different demand patterns and topologies, although complex topologies and
high-demand traffic posed challenges. Statistical significance and fixed evaluation datasets were
critical for ensuring reliable benchmarking. We identified several areas for future research. Expanding
POMDP formulations incorporating additional network features or dynamic properties could improve
RL performance. Exploring alternative RL algorithms beyond PPO, such as incorporating graph neural
networkss (GNNs) or multi-agent RL, may offer new insights. Another promising direction is scaling
solutions to bigger networks and spectrum bands using multi-agent approaches.

Additionally, investigating variations in RSA game rules, such as allowing continued operation after
blocking events, could enhance the applicability of RL in real-world scenarios. This work provides a
foundation for advancing RL techniques in optical network optimization, with potential applications in
real-world traffic management and resource allocation scenarios. By demonstrating the effectiveness of
RL in solving the RSA problem, our study paves the way for future innovations in network optimization
and resource management.

3 Quantum Computing for Network Reconfiguration

— Task T1.2.1 der Vorhabensbeschreibung

3.1 Tactile Network Resource Allocation Enabled by Quantum Annealing Based on ILP
Modeling

In several works [8] [9] [10] we proposed a novel framework for real-time network optimization
using quantum annealing (QA) to address the dynamic resource allocation challenges in optical
wide-area networks. By converting ILP models into quadratic unconstrained binary optimization
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(QUBO) problems, we explored the feasibility of leveraging quantum computing for rapid network
reconfiguration. Our study, conducted on the D-Wave Advantage™ quantum annealer, demonstrated
the potential to achieve solutions close to classical ILP solvers like CPLEX, especially in small,
three-node networks, with the goal of ultimately enabling real-time network automation.

The research investigated the scaling properties of this approach, estimating that larger networks
(12-16 nodes) would require QA hardware with at least 50,000 qubits. While current limitations
restrict embedding to smaller networks (up to 6 nodes), the study suggested that future advancements
in quantum hardware could make real-time optimization of larger, realistic networks feasible. By
optimizing annealing parameters and embedding strategies, we aim to reduce the time to solution,
potentially enabling network reconfiguration within seconds, and thereby revolutionizing network
operations through quantum computing.

3.2 ILP-based Resource Optimization Realized by Quantum Annealing for Optical Wide-area
Communication Networks—A Framework for Solving Combinatorial Problems of a
Real-world Application by Quantum Annealing

In [11] we explored the potential of QA to solve complex resource allocation problems in optical
wide-area networks, which are traditionally addressed using ILP. We built upon previous work
that demonstrated the feasibility of converting ILP models into QUBO problems suitable for the
D-Wave Advantage™ quantum annealer. We focused on optimizing system run parameters and
incorporating ML techniques for postprocessing to enhance solution quality, particularly addressing
the limitations observed in earlier research, such as embedding challenges and limited exploration of
system configurations.

The research investigated the use of Hamming distance to correlate system parameters with solution
vectors and applied a decision tree neural network (NN) to learn these correlations, aiming to generate
improved solutions. While the NN successfully augmented the solution space for a simple ILP problem,
demonstrating the potential of a hybrid classical ML/QA approach, it failed to enhance the quality of
solutions for a more complex 3-node network problem. This discrepancy highlights the challenges
associated with scaling QA-based techniques and the need for further refinements in embedding
strategies, annealing protocols, and potentially, the use of alternative neural network architectures.

We discuss potential avenues for improvement, including reverse annealing, advanced embedding
techniques, and the exploration of constraint-specific penalty factors. We acknowledge the limitations
imposed by hardware imperfections and the need for more sophisticated algorithms to reduce the
problem size and improve the solvability of real-world network optimization problems on quantum
annealers. Despite the mixed results, the study underscored the ongoing efforts to leverage quantum
computing for practical applications in network management and optimization.

3.3 Queue-aware Network Control Algorithm with a High Quantum Computing Readiness -
Evaluated in Discrete-time Flow Simulator for Fat-Pipe Networks

In [12] we introduced a queue-aware network control algorithm, designed for QA computers like the D-
Wave Advantage™, to optimize resource allocation in wide-area networks experiencing bursty traffic.
By leveraging SDN principles, the algorithm aims to minimize traffic losses and enhance network
efficiency through rapid reconfiguration. It employs two ILP models: one for initial resource allocation
based on average traffic, and another for dynamic traffic steering adjustments when transceivers are
overloaded, without altering hardware configurations.
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A discrete-time flow simulator was developed to evaluate the algorithm’s performance, incorporating
backlog and loss modeling of buffered transmission lines. Simulations on a four-node network
demonstrated a significant reduction in traffic losses by a factor of two when the resource reoccupation
algorithm was applied every 100ms. This approach enabled more efficient resource utilization,
potentially reducing network overprovisioning and facilitating a zero-margin network operation. While
current limitations exist in applying QA to real-sized networks, the study postulates that future
advancements in quantum computing will enable the practical implementation of this algorithm,
offering a pathway to dynamic, efficient network control.

4 Quality of Service in IP-Optical Networks

— Task T1.2.2 der Vorhabensbeschreibung

4.1 Availability Estimation of Optical Network Links Using a Bayesian model

We addressed the issue of accurately estimating optical link availability, which is essential for reliable
data transmission and increasingly vital for critical applications. Recognizing the limitations of
traditional data-driven models, particularly in scenarios with scarce or incomplete data, we introduced
a hierarchical Bayesian model in [13] and [14]. This model combines data observations with expert
knowledge, enhancing estimation accuracy and interpretability while providing valuable uncertainty
assessments.

While operating the network, we observe a time series of uptime and downtime measurements of a
link e € E. Our measurements span a limited time window between #, and #;. Let U, = {u},u2,...}
be the set of experienced uptimes of link e in chronological order, and D, = {d/,d2,...} be the set of
experienced downtimes between them. An illustration of these quantities is given in Figure 4.1. Let U
be the superset containing all U, V e € E and D be the superset containing all D, Ve € E. U and D are
the data of our process. The empirical overall uptime and downtime are given by eqs. (4.1) and (4.2)
correspondingly.

=Y U=Yu (4.1)
t0=YD.=Yd (4.2)

It holds that t; —t, =t +tJ V e € E. Based on these measurements, we can calculate the empirical
interval availability a¢"* (from now on, just interval availability) of link e.

v

emp e
a, = u td
e e

(4.3)

The (4.3) will be used as the baseline to be compared against our Bayesian model.

Following we describe the building blocks of the model:

Universitat Stuttgart — Institut fir Kommunikationsnetze und Rechnersysteme Seite 14



16 KIS 1312 — Abschlussbericht — Technical Annex 4 Quality of Service in IP-Optical Networks

ts

Figure 4.1: Uptimes and downtimes representation in a link e.

* link uptimes and downtimes follow an exponential distribution.

* the prior for the exponential distribution is an inverse gamma distribution.

* the link uptimes follow a reciprocal relationship with respect to the link length.

* the priors for the reciprocal relationship follow a gamma distribution
* the number of uptimes and downtime events follow a Poisson distribution.

Overall the model can be statistically described as

u, ~ Exponential(f,) Vi€ |U)|Ve € E
()

d’ ~ Exponential(?) Vi € |D,|Ve € E
e

u
|U!| ~ Poisson (%) €E

v
Z |D.,| ~ Poisson (Ze £ )

7

fo ~ Inverse-Gamma(10,B!) Ve € E
7 ~ Inverse-Gamma(2,40)
k ~ Gamma(0.8,9)
s ~ Gamma(2,155)

f(le;k,s) = IH—Zi

Bf=9Ff(l;k,s)Ve € E

]
wp | 1 2 3 >J'<

(4.42)
(4.4b)

(4.4¢c)

(4.4d)

(4.4e)
(4.41)

(4.4g)
(4.4h)

(4.41)

(4.4))

Certain care was made for the priors to be weakly informative, i.e., to not strongly bias the model.

Figure 4.2 shows all the topologies involved in the study and Figure 4.3 shows the simulation tree.
We evaluated each topology across measurement periods of 1, 2, 4, and 8 years. For each case, we
analyzed the sensitivity between all four combinations of k and s priors. For every simulation parameter
combination, we generated 5 different true link availabilities sets. For each set of different mean time
to failure (MTTF) and mean time to repair (MTTR) derived (yielding a,.), we parametrize exponential
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Figure 4.2: The considered topologies and their average link length.

distributions to generate uptimes U and downtimes D for the links. We use a distinct seed for 10
different cases to generate different data. We also calculate the inter-simulation mean (ISM) and
inter-simulation standard deviation (ISSD) of the metrics given by the same true availabilities.

Following, we provide a list of estimation methodologies, some of which act as baselines. The metrics
are attained by getting the mean absolute error across all links or shortest paths between the estimation
and the true availability.

* meanbayesgran: posterior mean of a modified model that gives further granularity in defining
priors for each link.

* meanbayes: posterior mean of the base model.

* meanbayes66: posterior mean of the base model with samples only contained in the 66 %
Highest Density Interval (HDI). The objective is to trim the long tail of the distribution such that
they do not propagate during path estimation.

* meanbayes33: posterior mean of the base model with samples only contained in the 33 % HDI.
* modebayes: maximum a posteriori (MAP) of the base model

* polyfitl: linear regression of the interval link availabilities.

* polyfit2: quadratic regression of the interval link availabilities.

* recfit: using the reciprocal regression of uptimes for MTTF estimation and the mean downtimes
for MTTR.

* intav: interval link or path availabilities computed along the measurement period.

All estimates, except intav, first apply to the links, and then we use the availability formula to deduce
the path availabilities. We will identify meanbayes33 and meanbayes66 together as meanbayestrimmed
and polyfitl and polyfit2 as polyfit.

In Figure 4.4, we isolate the influence of the different simulation settings and examine the results
separately, e.g., for each topology and measurement period. The y-axis shows the metrics omitting recfit
because of its poor performance. We also omit meanbayes33 and polyfit2 since they are statistically
identical to meanbayes66 and polyfitl, respectively. The values depicted in the heatmap are the
averages of ISMs and ISSDs. However, the averages are not across all simulations but only for those

Universitat Stuttgart — Institut fir Kommunikationsnetze und Rechnersysteme Seite 16



16 KIS 1312 — Abschlussbericht — Technical Annex 4 Quality of Service in IP-Optical Networks

Simullations
topologies > a
oll cllol&ll II=ll |8[E
C
=l 2l<llalslellzl=lglElS
cllal|2f2| ol 2 ol 2ol 2
ol Z( XI55 =IOl
o g 2lla|e|e ol (FS
oO|Z||£ ﬁ o Qall 2
ol
Z —_
years
k
s
Qe
I I I I I I I I
U,.D U;, D; Ujt10, Djy10
metrics metrics

mean (ISM) / standard deviation (ISSD)

Figure 4.3: Simulation parameters and setup.

that hold constant the parameter value depicted on the x-axis. For example, for years-2, we will get
the average across all simulations run with a measurement period of 2 years. Black lines separate the
simulation parameter types. The magenta stairs-plot lines are drawn per simulation parameter and
evenly scale the heatmap column values from minimum on the left to maximum on the right. This
serves so that small differences along a column can be better spotted. One of the major points in
Figure 4.4 is that the estimates get better for smaller networks (in link length and number). This might
appear counterintuitive since smaller links generate fewer failure events, and the models end up with
less information. However, the link distances of the smaller networks are much more concentrated,
which significantly helps the predictions. In addition, bigger networks may provide the models with
more data, but the stakes are higher since a much greater range of links and outliers must be covered.
As a result, small and big networks are why some metrics demonstrate a bimodal distribution of results.
Moreover, for small networks, the benefit of Bayesian methodologies diminishes, and meanbayes66 is
only marginally better than polyfitl. However, the Bayesian metrics are doing notably better for the
big topologies. The main reason polyfit is suffering in big topologies is that it cannot independently
adapt to each link’s diverse behavior. On the contrary, intav treats each link separately and cannot
consolidate the amount of information to identify interlink patterns. The Bayesian estimators achieve
both by simultaneously treating each link individually while also respecting the overall trend. To prove
that more data indisputably benefit the models, we notice that as simulations run longer (from year-1 to
year-8), the metrics improve, i.e., turn darker. An interesting phenomenon is that as data input grows,
polyfit’s performance remains unchanged, and consequently, even the interval availabilities start to
beat it. Polyfit picks up quickly and is on par with meanbayes66 when data is scarce but is rapidly
saturated and left behind when information is increased. Finally, the influence of the different priors
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Figure 4.4: Evaluation of the models deployed in a decision-making scenario.

for k and s is negligible, meaning that the model is robust, and small changes in priors will not matter.

Our study compared the Bayesian model against various baseline methods, revealing significant
performance variations across different scenarios. Notably, the Bayesian model demonstrates su-
perior accuracy and reliability, especially in larger networks where traditional methods struggle to
adapt to diverse link behaviors. We also evaluate the practical implications of these models in a
service deployment context, simulating routing and protection path selection for services with varying
availability requirements. Results demonstrate that the full Bayesian posterior distribution enables
sophisticated decision-making, minimizing false coverage and enhancing reliability. Our findings
highlight the importance of robust availability models in network management, emphasizing the
Bayesian approach’s potential to improve decision-making, reduce overprovisioning, and enhance
trust in network operations. The model’s ability to handle uncertainty and adapt to diverse network
conditions makes it a valuable tool for network operators seeking to optimize reliability.

4.2 SLA-aware reconfigurations
4.2.1 Reducing Network Operators’ Expenses by Adjusting the MTTR

In [15] we addressed the challenge faced by network operators in maintaining profitability amidst
rising bandwidth demands and stagnant revenues. Our primary focus was to explore the trade-off
between reducing repair-related expenses by adjusting the Mean Time To Repair (MTTR) and the
consequent increase in compensation payments due to Service Level Agreement (SLA) violations.

We developed a comprehensive financial model that integrates corporate key figures, a cost function
relating repair expenses to MTTR, and a probabilistic estimation of compensation. Through this
model, we demonstrated that increasing the MTTR generally leads to significant reductions in overall
expenses, as the savings from decreased repair efforts typically outweigh the increased compensation.

Our analysis, conducted using exemplary model parameters and a ceteris paribus approach, revealed
that even modest adjustments to MTTR can result in substantial cost savings for network opera-
tors. This research provided a quantitative framework to optimize MTTR, balancing operational
costs against service availability, ultimately contributing to improved financial performance in the
telecommunications industry.
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4.2.2 Protected Connection Provisioning with Low Availability Overfulfillment in Meshed Core
Networks

In [16] we addressed the issue of availability overfulfillment in network operator services, where
guaranteed availability levels in Service Level Agreements (SLAs) often exceed the target due to
protection mechanisms. This overfulfillment ties up valuable network resources. We proposed a novel
admission and routing approach that minimizes this overfulfillment by allowing services to share
excess availability.

Our approach employs a stochastic method to estimate the probability of SLA compliance for each
service. Surplus compliance from one service can be used to admit other services with slightly
lower compliance probabilities, ensuring the overall SLA compliance target is met without excessive
resource allocation. Simulation results across various core network topologies demonstrate that our
method significantly reduces or eliminates availability overfulfillment, decreases resource allocation
for protection, and lowers service blocking ratios. This allows network operators to accommodate
more services and improve network efficiency, providing a practical solution to optimize resource
utilization while maintaining SLA compliance.

4.2.3 Compensation-Aware Connection Provisioning in Transport Networks

As part of a PhD thesis [17], Compensation-Aware Provisioning with Surplus Sharing (CAPSS) was
developed, a mechanism designed to optimize network resource efficiency and manage SLA compen-
sation risks. CAPSS introduces a mathematical model to predict SLA compensation probabilities,
enabling operators to provision connections based on defined compensation limits and compliance
probabilities, thus balancing redundancy and risk. Surplus sharing further enhances efficiency by
redistributing excess compliance, boosting network capacity.

Simulation results validated CAPSS’s accuracy and effectiveness in meeting compliance targets, partic-
ularly in smaller networks and under relaxed operator constraints. By integrating economic factors into
provisioning, CAPSS allows operators to achieve higher profits through optimized resource utilization
and proactive SLA risk management, marking a significant advancement in network provisioning
strategies.
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Inhaltliche Zusammenfassung
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1 Ziel des Projekts

Die Kommunikationsnetze erleben einen Wandel hin zu dezentralen Ressourcen und dynamischer
Rekonfiguration. Trends wie Edge Computing und Network Slicing erfordern eine agile Allokation
virtualisierter Netz- und Applikationsfunktionen, wobei Faktoren wie Standort, Kosten, Zuverladssigkeit
und Latenz beriicksichtigt werden miissen. Eine vollstindige Netzwerkautomatisierung ist notwendig,
um diese Infrastruktur effizient zu nutzen.

AI-NET zielt darauf ab, eine benutzerfreundliche Plattform zu schaffen, die die Infrastruktur optimal
nutzt und eine nahtlose Multi-Cloud-Integration ermoglicht. Das Teilprojekt ANTILLAS konzentriert
sich auf die Entwicklung von Infrastruktur-Elementen fiir automatisierte Telekommunikationsnetze,
insbesondere fiir Industrie und autonomes Fahren.

Die Umstellung auf automatisierten Betrieb erfordert adaptive Netzwerke, die hohe Anforderungen an
Latenz und Verfiigbarkeit erfiillen. Neue Anwendungsfelder wie Industrie 4.0 und 5G-Netze mit Edge
Computing bendtigen leistungsstarke, fein abgestimmte optische Netze.

Zugangs-, Metro- und Kernnetze miissen effektiv zusammenarbeiten und kostengiinstig realisiert
werden. Die Rekonfigurierbarkeit der Verbindungen muss zuverlissig gewéhrleistet sein, um Latenz-
und Jitter-kritische Dienste ressourcenschonend zu bedienen.

2 Vorgehen

Um einen flexiblen Netzbetrieb zu ermdglichen wurde der Fokus der Arbeiten auf Intent Mechanismen
gelegt. Genauer gesagt, kann mit der Entwicklung einer intent Architektur eine nahtlose Integration
zwischen verschiedenen Netzwerkdoménen erreicht werden. Die Intent-Architektur ist der Eckpfeiler
dieses Projekts und die Grundlage fiir das zu entwickelnde Rekonfigurationsverfahren. Die Aufgabe
dieser Verfahren ist eine dynamische Zuweisung von Verkehren zu Netzressourcen unter der Mal3gabe
einer moglichst genauen Erfiillung der Dienstgiiteparameter. Der Fokus wurde hier auf die Parameter
Latenz und Verfiibarkeit gelegt, da sie fiir viele Anwendungen ein zentrales Differenzierungsmerkal
darstellen. Fiir besonders schnell wiederkehrende Netzrekonfigurationen wurde ein Mechanismus
basierend auf einem Quantenverfahren entwickelt. Mit den entwickelten Verfahren wurden ausfiihrliche
simulative Studien zur anforderungsgerechten Zuordnung von Netzressourcen durchgefiihrt, die
anfangs grundlegende Effekte betrachteten und zum Ende reale Annahmen mit einbezogen.

3 Ergebnisse und Verwertung

In diesem Projekt werden Ansitze fiir die ndchste Generation von Kommunikationsnetzen erforscht.
Dazu gehort die Konzeption einer intent-basierten Architektur fiir dezentrale Multi-Domain Netze,
um eine flexible und automatisierte Netzsteuerung zu ermoglichen. Weiterhin wurde ein statistisches
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Modell zur priazisen Abschitzung der Verfiigbarkeit optischer Verbindungen entwickelt, um die Zu-
verldssigkeit von Weitverkehrsnetzen zu verbessern. Mithilfe von Quantencomputing, insbesondere
Quantum Annealing, werden (Integer Linear Program) ILP-basierte Ressourcenoptimierungen durchge-
fiihrt, um die Netzkonfiguration zu beschleunigen und die Effizienz zu steigern. Zudem wird der
Einfluss von Reinforcement Learning auf die Losung des (Routing and Spectrum Assignment) RSA-
Problems untersucht, um optimale Routen- und Spektrumzuweisungen zu finden. Abschlielend werden
Algorithmen fiir die kompensationsorientierte Bereitstellung von Verbindungen in Transportnetzen
entworfen, um eine kosteneffiziente und zuverlidssige Netzwerknutzung zu gewéhrleisten.

Im Rahmen des Projekts sind 16 Veroffentlichungen, 14 studentische Abschlussarbeiten, und 1 PhD
Thesis Dissertation entstanden.
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